
Fair and Dynamic Proofs of Retrievability

Qingji Zheng
Department of Computer Science
University of Texas at San Antonio

qzheng@cs.utsa.edu

Shouhuai Xu
Department of Computer Science
University of Texas at San Antonio

shxu@cs.utsa.edu

ABSTRACT
Cloud computing is getting increasingly popular, but has

yet to be widely adopted arguably because there are many
security and privacy problems that have not been adequately
addressed. A specific problem encountered in the context of
cloud storage, where clients outsource their data (files) to
untrusted cloud storage servers, is to convince the clients
that their data are kept intact at the storage servers. An
important approach to achieve this goal is called Proof of Re-
trievability (POR), by which a storage server can convince a
client — via a concise proof — that its data can be recovered.
However, existing POR solutions can only deal with static
data (i.e., data items must be fixed), and actually are not
secure when used to deal with dynamic data (i.e., data items
need be inserted, deleted, and modified). Motivated by the
need to securely deal with dynamic data, we propose the
first dynamic POR scheme for this purpose. Moreover, we
introduce a new property, called fairness, which is necessary
and also inherent to the setting of dynamic data because,
without ensuring it, a dishonest client could legitimately ac-
cuse an honest cloud storage server of manipulating its data.
Our solution is based on two new tools, one is an authenti-
cated data structure we call range-based 2-3 trees (rb23Tree
for short), and the other is an incremental signature scheme
we call hash-compress-and-sign (HCS for short). These tools
might be of independent value as well.

Categories and Subject Descriptors
C.2.4 [Communication Networks]: Distributed Sys-

tems; D.4.6 [Security and Protection]: Authentication;
H.3.4 [Information Storage and Retrieval]: Systems
and Software

General Terms
Security
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1. INTRODUCTION
Most people believe that cloud computing will be the next

paradigm of computing. However, cloud computing has not
been widely deployed arguably because there are security
and privacy problems that remain to be tackled. The spe-
cific problem we focus on in this paper is: How can a cloud
storage client (i.e., data owner, user) be assured that its
data outsourced to a cloud storage service provider (i.e.,
server) is kept intact? The trivial solution is to let the client
download its whole data periodically, which is unfortunately
not acceptable in practice. For this purpose, efficient cryp-
tographic techniques have been proposed. Among existing
solutions (see Section 1.2 below for details on related prior
work), the arguably most powerful one is the so-called Proof
of Retrievability (POR), which was first introduced by Juels
and Kaliski (ACM CCS’07) [15] and later significantly im-
proved by Shacham and Waters (Asiacrypt’08) [20]. POR
allows a cloud storage provider to cryptographically con-
vince the data owner — via some succinct interactions —
that its outsourced data are kept intact.

Existing POR schemes can only deal with static data and
are actually not secure when used to deal with dynamic data,
as we will show in Section 6.1 through a concrete attack.
However, dynamic data are more realistic because they allow
to insert, delete, and modify data items. The importance of
maintaining dynamic data can also be justified by the fact
that researchers have proposed dynamic Proof of Data Pos-
session (PDP) (ACM CCS’09) [13], which follows the static
PDP proposed by Ateniese et al. (ACM CCS’07) [2]. Note
that PDP is a weaker security property. Indeed, it is already
observed in [13] that accommodating dynamic data in the
setting of POR is more challenging than accommodating dy-
namic data in the setting of PDP. Intuitively, the difficulty
can be attributed to the fact that the retrievability prop-
erty is more demanding than the possession property. More
specifically, this is because the former additionally needs to
allow the data owner to derive its data from the transcripts
of successful sessions of the proof-of-retrievability protocol,
which is reminiscent of the cryptographic notion of Proof of
Knowledge [4].

Another problem inherent to dynamic POR is what we
call fairness, which roughly speaking assures that a dishon-
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est data owner cannot legitimately accuse an honest cloud
storage service provider of manipulating its data. If the ser-
vice provider has no means to prove (say, to a judge in court)
that it is innocent, then the provider could be imposed with
a big financial burden because a dispute of this nature may
often be biased against the service provider. Note that fair-
ness in the setting of static POR is easily solved by, for ex-
ample, requiring the client to digitally sign its data before
the data are outsourced to the server. In the setting of dy-
namic POR, however, the problem is challenging because
the updated data are not at the owner’s end anymore. One
trivial solution is to download and sign the whole data after
each update operation, which is also clearly not acceptable
in practice because of the linear communication cost.

1.1 Contributions
In this paper, we introduce the concept of fair and dy-

namic proof of retrievability (FDPOR), a useful extension of
static POR in practice. Then, we present a formal definition
of FDPOR and its security properties called soundness and
fairness. We explain why the extension of static POR to
FDPOR is non-trivial. We discuss in detail: (i) The state-
of-the-art static POR scheme is insecure when directly used
in the setting of dynamic POR; (ii) We need a new authen-
ticated data structure to ensure soundness in the setting
of dynamic POR; (iii) We need a special kind of technique
to ensure fairness in the setting of dynamic POR; (iv) We
need to use error-correcting code in a fashion different from
its counterpart in the setting of static POR. These obser-
vations guided us in designing an efficient FDPOR scheme,
which simultaneously offers both retrievability and fairness
in the setting of dynamic data. Specifically, our scheme is
built on top of two new building-blocks, which might be of
independent value.

• The first building-block is a new authenticated data
structure we call range-based 2-3 tree, or rb23Tree for
short. A rb23Tree not only inherits the properties of
2-3 trees that dynamic maintenance only incurs log-
arithmic complexity while allowing to prove member-
ship, but also offers an additional important assurance
that a specific value is stored at a specific leaf node.

• The second building-block is a new incremental signa-
ture scheme called hash-compress-and-sign or HCS for
short. Our tailored incremental signature scheme is
more efficient than the literature ones that operate in
a more general setting because our incremental sign-
ing incurs constant hash operations (due to the use of
flat trees, which are related to but separate from the
range-based 2-3 trees) rather than logarithmic many
hash operations. Despite the fact that hash functions
can be very efficient, the improvement of our scheme
would still be significant because of the harddisk in-
put/output operations incurred by the read/write ac-
cesses associated with the hash operations.

1.2 Related Work
As mentioned above, the concept of POR was introduced

by Juels and Kaliski [15], whose scheme adopted the idea of
“spot-checking” [16]. This approach assumes that files are
encrypted before outsourcing so that data blocks and “sen-
tinel”blocks are indistinguishable (in a cryptographic sense).
Because each query will expose a number of sentinels, this

approach is limited by its bounded usage (i.e., when all sen-
tinels have been queried). The scheme was later significantly
improved by Shacham and Waters [20] by adapting a tool
(implicitly introduced by Ateniese et al. [2]) now known
as “homomorphic linear authenticator.” Putting informally,
this tool allows a data owner to affiliate data blocks with
some tags, which will allow the storage provider to produce
(via the homomorphism property) a succinct authenticator
with respect to any random challenge vector provided by
the data owner. Other extensions and improvements include
[11], which however still only deals with static data. POR
has been experimentally tested [8, 9].

The related concept of PDP was introduced by Ateniese et
al. [2], who were motivated by various drawbacks of previ-
ous relevant approaches (we refer to [2] for a nice thorough
review on earlier relevant studies). Note that the scheme
of [2] is insecure in dynamic data setting because of replay
attacks. In order to defeat replay attacks, one needs to uti-
lize an authenticated tree structure that incurs logarithmic
complexity. This was realized by Erway et al. [13], whose
O(log n) cost is justified by the bound given in [12]. On the
other hand, if it is appropriate to assume that the number
of challenges issued by data owner is bounded from above
and the dynamic data operations are only append-like, then
a very efficient PDP scheme can be found in [3].

Organization. We define FDPOR and its security proper-
ties in Section 2. We briefly review some preliminary ma-
terials in Section 3. We present the two building-blocks in
Section 4-5, respectively. We describe the main FDPOR con-
struction in Section 6, and analyze its security in Section 7.
We conclude the paper in Section 8.

2. DEFINITIONS
A data file F is divided into blocks F = (F1, . . . , Fn) and

is updated block-by-block via an update operation (op, i, α),
where i is the block index, and α is the new block value, op
corresponds to deletion (denoted by D), modification (de-
noted byM), or insertion (denoted by I). Specifically,

• (D, i, null) means that the ith block Fi will be deleted;

• (I, i, α) means that a new block will be inserted after
the current ith block Fi, namely that the new Fi+1 =
α;

• (M, i, α) means that the ith block Fi will be replaced
with new value α.

Note that the initial uploading of a file F can be achieved
via a series of I operation; in specific schemes, it can be
simplified as a simpler batch process. We stress that, unlike
in the setting of static POR [15, 20], the indices of blocks
in dynamic POR or FDPOR are dynamic, namely that block
Fi+1 may become block Fi after deleting block Fi, and block
Fi+1 may become block Ft+2 after adding a new block Fi+1.
It is also worthwhile to note that, unlike static POR, we need
to divide a file into blocks in the setting of dynamic POR
or FDPOR because, otherwise, it is not clear how to define
file operations. Nevertheless, this does not jeopardize the
resulting scheme because, for performance reason, files are
always divided into blocks in the case of static POR [15, 20].

Each file F is identified through an identity fid, which
remains unchanged until after F is deleted. Each F is also
accompanied with some auxiliary information, denoted by
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au, which can be various cryptographic tags that will be used
(for example) as part of input in the process of verifying the
retrievability of F . Moreover, au may have two variants: auc

is the auxiliary information stored at the client end, and aus

is the auxiliary information stored at the storage server end.
For better clarity, we assume that the communication be-

tween a client and a storage server is authenticated. This
can be readily realized using a digital signature scheme or
a message authentication scheme. Note that in practice the
data file F is often encrypted by the client before outsourc-
ing to the server, which justifies why the underlying channel
does not have to be private.

The following definition of FDPOR is built on top of pre-
vious studies of static POR [15, 20].

Definition 1. (FDPOR; extended from [15, 20]) A FDPOR
scheme consists of the following:

• FDPOR.KeyGen. This randomized algorithm takes as
input a security parameter κ, and generates a collec-
tion of public keys, denoted by pk, and private/secret
keys, denoted by sk. pk is publicly known but sk is
kept as the client’s secret.

• FDPOR.Update. This is a protocol executed between a
client C on input (pk, sk, fid, auc, (op, i, α)) and a server
S on input (pk, fid, F, aus). The protocol allows the
client to update its file F according to (op, i, α). At
the end of the protocol execution, if the server S ac-
cepts (outputs 1), it updates according to (op, i, α) the
client’s file F (identified by fid) to F ′ and the auxiliary
information aus to au′s; otherwise, S aborts and out-
puts (0,⊥,⊥). In addition, the server S sends to the
client C possibly updated auxiliary information au′c as
well as some additional information evi that will allow
C to verify that S faithfully updated C’s file F ac-
cording to (op, i, α). The client C verifies whether to
accept that the server has faithfully updated the file
based on pk, sk, fid, auc, (op, i, α), au′c, evi. If C accepts
(outputs 1), C also updates its local auxiliary infor-
mation auc to au′c; otherwise, C aborts and outputs
(0,⊥). Formally, we denote this by:

((bC , au′c); (bS , F ′, au′s))←
(C(pk, sk, fid, auc, (op, i, α))↔ S(pk, fid, F, aus)),

where bC ∈ {0, 1}, bS ∈ {0, 1}, (bC = 1, au′c) is the
client C’s output and (bS = 1, F ′, au′s) is the server S’s
output upon a successful execution of the FDPOR.Update
protocol.

• FDPOR.Por. This is a protocol between a prover algo-
rithm P and a verifier algorithm V, by which P (which
often is the server S) convinces V (which can be, but
not necessarily, the client C) about the retrievability of
a data file F . For the execution, P takes as input pk,
the file F (corresponding to file identity fid provided
by V) and auxiliary information aus. V takes as input
pk, possibly also sk, and the auxiliary information auc.
When the execution of the protocol halts, V outputs
1 (meaning that the file is kept intact at the storage
server) and 0 otherwise. Formally, we denote the pro-
tocol as b ← (P(pk, fid, F, aus) ↔ V(pk, sk, fid, auc)),
where b ∈ {0, 1}.

We require a FDPOR protocol to be correct, sound (against
dishonest storage provider) and fair (against dishonest client).
Intuitively, we say a FDPOR scheme is correct if both the
client and the storage provider are honest (i.e., execute ac-
cording to the protocols), then FDPOR.Update and FDPOR.Por
always execute successfully as long as the previous system
state and the operation (op, i, α) are legitimate. Formally,
we say a FDPOR scheme is correct if:

Pr

⎡
⎢⎢⎢⎢⎢⎢⎢⎣

(pk, sk)← FDPOR.KeyGen(1κ);
∀ fid, F, v, auc, aus s.t.
1← (P(pk, fid, F, aus)↔ V(pk, sk, fid, auc)) :
∀ (op, i, α),
(((1, au′c); (1, F ′, au′s))←
(C(pk, sk, fid, auc, (op, i, α))↔ S(pk, fid, F, aus)))∧

(1← (P(pk, fid, F ′, au′s)↔ V(pk, sk, fid, au′c)))

⎤
⎥⎥⎥⎥⎥⎥⎥⎦

= 1

The following definition of soundness is built on [20]. In-
tuitively, a FDPOR scheme is sound if any cheating storage
provider, who successfully executed the FDPOR.Por proto-
col with an honest verifier, is actually keeping the data file
F intact. This is captured, as in the case of Proof of Knowl-
edge [4], by that an extractor algorithm that can efficiently
derive the data file F . Formally, we consider an adversary
A that operates in an environment, which is bootstrapped
via an honest execution of FDPOR.KeyGen and gives the
resulting pk to A. Furthermore, A can query oracles corre-
sponding to the protocol FDPOR.Update, which causes the
storage/update of a file, and to the protocol FDPOR.Por,
which causes the execution of the proof-of-retrievability pro-
tocol with respect to a file. Finally, A outputs a cheating
prover P′ with respect to a file F . The cheating prover P′

is ε-admissible if it succeeds in executing FDPOR.Por with
an honest verifier V with a non-negligible (in κ) probability
ε, where the probability is taken over the coins of both the
cheating prover P′ and the honest verifier V.

Definition 2. (soundness) Let ε be a non-negligible func-
tion of κ. We say a FDPOR scheme is ε-sound if there exists
an extraction algorithm extractor that, for every adver-
sary A that outputs an ε-admissible cheating prover P′ for a
file F , can recover F from P′ except a negligible probability.
Formally, we define

RetrievabilityFDPOR
A (κ)

= Pr

⎡
⎢⎢⎢⎣

(pk, sk)← FDPOR.KeyGen(1κ);
P′ ← AFDPOR.Update,FDPOR.Por(pk);
Pr[1← (P′ ↔ V(pk, sk, fid, auc))] ≥ ε;
F ′ ← extractor(pk, sk, auc,P

′) :
F = F ′

⎤
⎥⎥⎥⎦ ,

where Amay play the role of the server S in the oracle access
to FDPOR.Update and the role of the prover P in the oracle
access to FDPOR.Por. We say a FDPOR scheme is ε-sound
if RetrievabilityFDPOR

A is a non-negligible.

The following definition of fairness is newly introduced.
Intuitively, a FDPOR scheme is fair if no honest storage
server will be legitimately accused of manipulating any client’s
data. This is captured by ensuring that the dishonest client,
who essentially knows everything including the private keys,
is still unable to generate F ′ 	= F ′′, but F ′ and F ′′ corre-
sponds to successful executions of the FDPOR.Update proto-
col starting from the same sever state (pk, fid, F, aus). The
idea is that, if a dishonest client can find such F ′ and F ′′,
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then the client can demonstrate that the server has manip-
ulated its data from F ′ to F ′′, or from F ′′ to F ′.

Definition 3. (fairness) Let adversaryA have access to or-
acle FDPOR.KeyGen for generating keys, to oracle FDPOR.Update
while A may play the role of the client C and choose file op-
erations adaptively, to oracle FDPOR.Por while A may play
the role of the verifier V. Define

UnFairnessFDPOR
A (κ) =

Pr

⎡
⎢⎢⎢⎢⎢⎢⎢⎣

(pk, fid, F, F ′, F ′′, aus)←
AFDPOR.KeyGen,FDPOR.Update,FDPOR.Por(1κ) :

F ′ 	= F ′′ ∧
(((1, ∗); (1, F ′, ∗))←
(C(pk, sk, fid, auc, (op, i, α))↔ S(pk, fid, F, aus)))∧

(((1, ∗); (1, F ′′, ∗))←
(C(pk, sk, fid, auc, (op, i, α))↔ S(pk, fid, F, aus)))∧

⎤
⎥⎥⎥⎥⎥⎥⎥⎦

,

where ∗ indicates that no restriction on the respective value
is imposed. We say a FDPOR protocol is fair, if for every
polynomial-time algorithmA, the probability UnFairnessFDPOR

A
is negligible in κ.

3. PRELIMINARIES
A standard 2-3 tree is a tree where all leaves are at the

same height and each node (except leaves) has two or three
children. It has the nice property that leaf removal and
insertion incur only logarithmic complexity because these
operations only involve the nodes related to the path from
the relevant leaf to the root. We refer to, for example, [1]
for a comprehensive treatment of 2-3 trees. For the sake
of a modular construction and representation, let us briefly
review the maintenance algorithms for a standard 2-3 tree T;
the details of these algorithms can be found in, for example,
[1].

• 23Tree.M(T , i, e): This algorithm modifies the value of
the ith leaf e.

• 23Tree.I(T , i, e): This algorithm inserts a leaf storing
e immediately after the ith leaf.

• 23Tree.D(T , i): This algorithm deletes the ith leaf.

Let h : {0, 1}∗ → {0, 1}� be a collision-resistant hash
function. Let {fk}k be a family of secure pseudorandom
function (PRF) f : {0, 1}� × {0, 1}∗ → {0, 1}�. Let SIG =
(KeyGen, Sign, Ver) be a secure digital signature scheme, where
SIG.KeyGen is the key generation algorithm, SIG.Sign is the
signing algorithm, and SIG.Ver is the signature verification
algorithm. These primitives and their security properties
are standard and can be found for example in [14].

The motivation of incremental cryptography [5] was to
speed up the cryptographic computation, especially when
dealing with a large amount of data. Notable incremental
cryptosystems including [5, 6, 7, 18].

Let ECC(m, z, d) be any error-correcting code that en-
codes m symbols (e.g., elements in Zp for an �+1 bits prime
p) into z symbols such that the distance between any pair
of codewords is at least d.

4. BUILDING-BLOCK I: RANGE-BASED 2-
3 TREES

There have been some authenticated data structures that
are constructed based on 2-3 trees [19, 6, 18]. Specifically,

[19] used a variant 2-3 tree for membership query; [6, 18]
used another variant 2-3 tree for authenticating leaves while
allowing fast searching. However, these data structures are
not sufficient for our purpose because we not only need to
authenticate the value at a leave, but also want to authenti-
cate the index of the leave (i.e., we want to authenticate that
a specific value is exactly stored at a specific leave). This
motivates us to propose range-based 2-3 trees, or rb23Tree,
that have the desired properties.

4.1 Constructing Range-Based 2-3 Trees
For a set of n elements S = {e1, e2, . . . , en}, we can create

a 2-3 tree of n leaves such that each node stores (l(v), r(v), x(v)),
where

• l(v) is the height of node v, with each leaf having height
1.

• r(v) is the range value of v, namely the number of
leaves corresponding to the subtree rooted at v. If
v = null, define r(v) = 0. If v is a leaf, define r(v) = 1.

• x(v) is the authentication value of v. It is defined as

x(v)

=

⎧⎨
⎩

h(l(v)||r(v)||x(c1)||x(c2)||x(c3)) if l(v) > 1
ei v is the ith leaf
0 v = null

,

where || is the concatenation operation, c1, c2, c3 are
the three left-to-right children of an inner node v (when
v has two children c1 and c2, we treat c3 = null), and
h is a collision-resistant hash function.

Let min(v) and max(v) denote the minimum and maxi-
mum leaf indices that can be reached via node v, respec-
tively. Given min(v), max(v), and the ranges of v’s children
r(c1), r(c2), r(c3), we have:

min(c1) = min(v),

max(c1) = min(c1) + r(c1)− 1,

min(c2) = max(c1) + 1,

max(c2) = min(c2) + r(c2)− 1,

min(c3) = max(c3)− r(c3) + 1,

max(c3) = max(v).

Observe that a node v is on the path πi from the ith leaf
to the root if and only if i ∈ {min(v), max(v)}. We call πi

a proof path for locating the ith leaf by traversing the path
starting at the root.

1 1 1

3

8 4

12

1 1 1

3

1 1

2

1 1

2

1 1

2

v4

v3

v2

v1

v5

v6 v7

v8 v91

2

3

4

height node v: (l(v),r(v),x(v))

Figure 1: An example of range-based 2-3 tree. Each
inner node v stores (l(v), r(v), x(v)).
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Example. Let us look at the example tree shown in Figure
1. In this example, we have min(v4) = 1 and max(v4) = 12.
Suppose we want to find the 4th leaf in Figure 1. We observe:

min(v4) = 1 ∧ max(v4) = 12 =⇒ v4 ∈ π4

min(v3) = 1 ∧ max(v3) = 8 =⇒ v3 ∈ π4

min(v6) = 1 ∧ max(v6) = 3 =⇒ v6 	∈ π4

min(v2) = 4 ∧ max(v2) = 6 =⇒ v2 ∈ π4

min(v1) = 4 ∧ max(v1) = 4 =⇒ v1 ∈ π4.

As a result, we find the path (represented as an ordered set)
π4 = {v1, v2, v3, v4}.

4.2 Utilizing Range-Based 2-3 Trees
Now let us put the above tree-construction method into

the context of the present paper. Suppose a range-based
2-3 tree with n leaves e1, . . . , en. The tree was constructed
by a client using the above method, and was outsourced to
the storage server. The client always keeps x(root), which is
the authentication value of the root. Suppose further that
the client wants to verify not only that ei is stored at a
leaf but also that ei is stored exactly at the ith leaf, where
1 ≤ i ≤ n. For this purpose, the server provides a proof
path (or ordered set) πi = {v1, . . . , vk}, where v1 is the ith

leaf, vk is the root, and each node vj ∈ πi (1 ≤ j ≤ k) is
associated with an 8-element tuple

Token(vj) = (l(vj), r(vj), r(c1), x(c1), r(c2), x(c2), r(c3), x(c3)),

where c1, c2, c3 are vj ’s three left-to-right children, and r(c�) =
−1 and x(c�) = −1 if c� ∈ πi and l(c�) > 1, where 1 ≤ � ≤ 3.
In other words, the proof is a sequence of

(Token(v1), . . . , T oken(vk)).

Example (continued). Take v1 in Figure 1 as an example.
Suppose we want to verify that the value in v1 is e4 and
the index of v1 is 4. Then the tuples along the proof path

l(v) r(v) r(c1) x(c1) r(c2) x(c2) r(c3) x(c3)
v4 4 12 −1 −1 4 x(v5) 0 0
v3 3 8 3 x(v6) −1 −1 2 x(v7)
v2 2 3 −1 −1 1 x(v8) 1 x(v9)
v1 1 e4 0 0 0 0 0 0

Table 1: Proof path for that v1 is the 4th leaf and
x(v1) = e4

are shown in Table 1. Given a proof path, the clients can
verify that element ei of (ordered set) S = {e1, . . . , en} is
stored exactly at the ith leaf using Algorithm 1,denoted by
rb23Tree.Examine(x(root), πi).

4.3 Verifiably Maintaining Range-Based 2-3 Trees
The maintenance of range-based 2-3 trees is essentially

the same as the maintenance of standard 2-3 trees (which
was briefly reviewed in Section 3), except that we need to
take care of issues relevant to our extension, namely the
updating of both range values and authenticated values of
the relevant nodes. Specifically, the maintenance algorithms
of range-based 2-3 trees are described as follows.

• rb23Tree.P(T , i): This algorithm allows the client to
verify that a specific element is exactly stored at the
ith leaf of T . The algorithm traverses a range-based

Algorithm 1 rb23Tree.Examine(x(root), πi): This algo-
rithm allows a client, who knows x(root), to verify the ith

element ei of (ordered set) S = {e1, . . . , en} is stored ex-
actly at the ith leaf by examining proof path (ordered set)
πi = {v1, . . . , vk} provided by the server

1: initialize array position[1..k] = 0
2: {position tracks the index of the leaf with x(·) = ei}
3: initialize array f [1..k] = 0
4: {f [j] tracks x(vj) where vj ∈ πi}
5: position[1] := 1
6: f [1] := ei

7: for j = 2, . . . , k do
8: {vi has three children c1, c2, c3}
9: if r(c1) = −1 and x(c1) = −1 then

10: position[j] := position[j − 1]
11: f [j] := h(l(vi), r(vi), fi−1, x(c2), x(c3))
12: end if
13: if r(c2) = −1 and x(c2) = −1 then
14: position[j] := position[j − 1] + r(c1)
15: f [j] := h(l(vj), r(vj), x(c1), fi−1, x(c3))
16: end if
17: if r(c3) = −1 and x(c3) = −1 then
18: position[j] := position[j − 1] + r(c1) + r(c2)
19: f [j] := h(l(vj), r(vj), x(c1), x(c2), fj−1)
20: end if
21: end for
22: if f [k] = x(root) and i = position[k] then
23: return true
24: else
25: return false
26: end if

2-3 tree T from the root to the ith leaf, and returns a
proof path (ordered set) πi = {v1, . . . , vk}, where each
vj is associated with an 8-element tuple as mentioned
above.

• rb23Tree.M(T , i, e): This algorithm allows the client to
update the value of ith leaf of T to the new value e and
refresh T correctly. It executes as follows.

1. Call rb23Tree.P(T , i), which returns (ordered set)
πi = {v1, . . . , vk}, where each vj is associated
with an 8-element tuple as mentioned above.

2. Call 23Tree.M(T , i, e) to replace the value of ith

leaf of T with a new value e, then update the
range value r(vj) and authentication value x(vj)
for j = 1, . . . , k. Denote the updated range-based
2-3 tree as T ′.

3. Call 23Tree.P(T ′, i), which returns updated proof
path π′

i = {v1, . . . , vk}, where each vj is associ-
ated with an updated 8-element tuple.

4. Return πi and π′
i.

• rb23Tree.I(T , i, e): This algorithm allows the client to
insert a new leaf with the value e after ith leaf of T
correctly. It executes as follows.

1. Call rb23Tree.P(T , i), which returns proof path
(ordered set) πi = {v1, . . . , vk}, where each vj is
associated with an 8-element tuple as mentioned
above.
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2. Call 23Tree.I(T , i, e) to insert a new leaf with the
value e after ith leaf of T , then update range
value r(vj) and authentication value x(vj) for j =
1, . . . , k. Denote the updated range-based 2-3 tree
as T ′.

3. Call 23Tree.P(T ′, i + 1), which returns updated
proof path π′

i = {v′
1, . . . , v

′
k′}, where each vj is

associated with an updated 8-element tuple.

4. Return πi and π′
i.

• rb23Tree.D(T , i): This algorithm allows the client to
delete the ith leaf of T correctly. It executes as follows.

1. Call rb23Tree.P(T , i), which returns proof path
(ordered set) πi = {v1, . . . , vk}, where each vj is
associated with an 8-element tuple as mentioned
above.

2. Call rb23Tree.P(T , i+1), which returns proof path
(ordered set) πi+1 = {v1, . . . , vk}, where each vj is
associated with an 8-element tuple as mentioned
above.

3. Call 23Tree.D(T , i) to delete the ith leaf of T , then
update the range value r(vj) and authentication
value x(vj) for j = 1, . . . , k. Denote the updated
range-based 2-3 tree as T ′.

4. Call 23Tree.P(T ′, i), which returns updated proof
path π′

i = {v′
1, . . . , v

′
k′}, where each vj is associ-

ated with an updated 8-element tuple.

5. Return πi, πi+1, π′
i.

• rb23Tree.Ver((op, i, e), πi, πi+1, π
′
i): This algorithm al-

lows a client, who knows x(root), to verify πi, πi+1, π
′
i

that are received from the server at the end of execut-
ing one of the above update algorithms, where possibly
πi+1 = null. The client executes as follows.

1. If rb23Tree.Examine(x(root), πi) returns true, mean-
ing that πi is a legitimate proof path, then it ex-
ecutes the following; otherwise, it aborts.

2. If op ∈ {M, I}, replace x(v′
1) with e where π′

i =
(v′

1, . . . , v
′
k′), and execute rb23Tree.Examine (x(v′

k), π′
i).

3. If op = D, execute rb23Tree.Examine(x(root), πi+1).
If rb23Tree.Examine(x(root), πi+1) returns true, re-
place x(v′

1) with x(v1), where πi+1 = (v1, . . . , vk)
and π′

i = (v′
1, . . . , v

′
k′), and execute rb23Tree.Examine

(x(v′
k), π′

i).

5. BUILDING-BLOCK II: A TAILORED IN-
CREMENTAL SIGNATURE SCHEME

Recall that h : {0, 1}∗ → {0, 1}� is a collision-resistant
hash function, and SIG = (SIG.KeyGen, SIG.Sign, SIG.Ver) is
a secure digital signature scheme. Suppose W is a data file
that we want to protect via an incremental signature scheme.
We divide W into n blocks, namely W = (W1, . . . , Wn). Let
(G,

⊙
) be a group, which can be, for example, Zp such that

Wi ∈ Zp for 1 ≤ i ≤ n.
In what follows we specify our incremental signature scheme

HCS = (HCS.KeyGen, HCS.InitSign, HCS.IncSign, HCS.Ver).

• HCS.KeyGen(1κ): This algorithm executes SIG.KeyGen
by taking as input security parameter κ to generate a
pair of public and secret keys (pk, sk).

• HCS.InitSign(sk, W ): This algorithm executes as fol-
lows in the case of a new file:

1. For 1 ≤ i ≤ n, we define

Hi = h(Wi).

2. Construct a range-based 2-3 tree T by storing the
n values H1, . . . , Hn at the corresponding leaves.

3. Apply h to each pair of (Hi||Hi+1) for 1 ≤ i ≤
n− 1 to obtain

λi ← h(Hi||Hi+1).

where || is the concatenation operation.

4. Take group operation
⊙

on λ1, . . . , λn−1 to ob-
tain

λ =

i=n−1⊙
i=0

λi.

5. Let δ ← SIG.Sign(sk, λ) and return T , λ and δ.

• HCS.IncSign(sk, T , λ, (op, i, α), Hi−1, Hi, Hi+1): This al-
gorithm executes as follows in the case of an update
operation (without loss of generality, assume 2 ≤ i ≤
n− 1):

1. op = D: Update the signature as follows:

λ′ = λ
⊙

h−1(Hi−1||Hi)
⊙

h−1(Hi||Hi+1)⊙
h(Hi−1||Hi+1),

δ′ = SIG.Sign(sk, λ′).

and call rb23Tree.D(T , i). Denote the updated
range-based 2-3 tree as T ′

2. op = I: Update the signature as follows:

λ′ = λ
⊙

h−1(Hi||Hi+1)
⊙

h(Hi||H(α))⊙
h(h(α)||Hi+1),

δ′ = SIG.Sign(sk, λ′).

and call rb23Tree.I(T , i, α). Denote the updated
range-based 2-3 tree as T ′

3. op =M: Update the signature as follows:

λ′ = λ
⊙

h−1(Hi−1||Hi)
⊙

H−1(Hi||Hi+1)⊙
h(Hi−1||h(α))

⊙
h(H(α)||Hi+1),

δ′ = SIG.Sign(sk, λ′).

and call rb23Tree.M(T , i, α). Denote the updated
range-based 2-3 tree as T ′

Then return T ′, λ′ and δ′.

• HCS.Ver(pk, W, T , λ, δ, (op, i, α)): This algorithm ex-
ecutes as follows (without loss of generality, assume
2 ≤ i ≤ n− 1):

1. If verifying the file W at the first time:

Hi = h(Wi) 1 ≤ i ≤ n,
λi = h(Hi||Hi+1) 1 ≤ i ≤ n− 1,

λ′ =
⊙n−1

i=1 λi.

2. Else the verifier possesses T , λ, (op, i, α)

– op = D: execute the followings:

λ′ = λ
⊙

h−1(Hi−1||Hi)
⊙

h−1(Hi||Hi+1)⊙
h(Hi−1||Hi+1).
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– op = I: execute the following

λ′ = λ
⊙

h−1(Hi||Hi+1)
⊙

h(Hi||H(α))⊙
h(h(α)||Hi+1).

– op =M: execute the following

λ′ = λ
⊙

h−1(Hi−1||Hi)
⊙

H−1(Hi||Hi+1)⊙
h(Hi−1||h(α))

⊙
h(H(α)||Hi+1).

In either case, execute SIG.Ver(pk, λ′, δ) and return its
outcome.

6. MAIN CONSTRUCTION
Recall that a file F is divided into n blocks, denoted by

F = (F1, . . . , Fn), where each block Fi contains m symbols
of elements in Zp for some large prime P , namely Fi =
(Fi1 · · ·Fim) with Fij ∈ Zp for 1 ≤ j ≤ m. To be specific,
we can instantiate the (G,

⊙
) mentioned in building-block-

II (Section 5) as (Zp, ·), while noting that (G,
⊙

) can be
instantiated as other groups as well.

6.1 Design Rationale
A brief review of static POR. We now briefly review the
static POR proposed in [20], which used a kind of homo-
morphic linear authenticator (HLA) and serves as a starting
point for the present paper. Partition each data file into
blocks F = (F1, . . . , Fn). Assume each block is a single sym-
bol Fi ∈ Zp for some large prime p (this is for the purpose
of highlighting the basic idea, while in the actual scheme
each Fi will consist of multiple symbols). The client chooses
a random θ ∈ Zp and a key k for pseudorandom function
f , which are the client’s secrets. The client computes an
authentication tag for each block Fi as:

σi = fk(i) + θFi (in Zp). (1)

Then, the file F = (F1, . . . , Fn) and the authentication tags
(σ1, . . . , σn) are stored on the server, which allow the follow-
ing proof-of-retrievability protocol. The verifier (or client)
chooses and sends to the prover (or server) a subset I of
indices, namely I ⊆ {1, . . . , n}, along with |I| random chal-
lenges in Zp, denoted by (randomi)i∈I . The server responds
with

σ =
∑
i∈I

randomi · σi and μ =
∑
i∈I

randomi · Fi (in Zp),

which are very short messages. This works because the ver-
ifier, who knows the key k, can verify if:

σ
?
=

∑
i∈I

randomi · fk(i) + θ · μ (in Zp). (2)

Why is the static POR not applicable to the dy-
namic setting? Note that the above elegant verification
Eq. (2) works because the client can compute by itself∑

i∈I randomi ·fk(i), where the i’s are block indices that are
fixed in the case of static POR. Unfortunately, this method
is not applicable to the setting of dynamic POR anymore, as
we now elaborate.

1. It is not secure when used to deal with dynamic data.
To see this, suppose the ith block Fi is updated to new
value F ′

i , where the block index i is kept unchanged.
Then, Eq. (1) implies that the server sees:

σi = fk(i) + θFi (in Zp)

σ′
i = fk(i) + θF ′

i (in Zp),

where Fi 	= F ′
i but both are known to the server, and

both σi and σ′
i are known to the server as well. As a

consequence, the server can derive both θ and fk(i),
which are the secrets of the data owner and will al-
low the server to cheat the data owner via Eq. (2) by
(for example) choosing σ and then deriving the corre-
sponding μ.

2. Even under some extreme cases (e.g., only insertion or
deletion operations are required), the above idea still
does not work because the client has to keep record of
the indices of deleted blocks or the indices of yet-to-
be inserted indices (otherwise, the verification is not
well-defined). This requires significant (which can be
proportional to n in the worst case) extra storage at
the client end (this is something we want to avoid at
the first place in cloud storage). One may suggest, as a
rescue, to waste some storage space at the server (e.g.,
by setting each deleted or yet-to-be inserted block as
some special value). But this would require to know
the exact upper bound n, which may not be possible
in many settings.

The basic ideas underlying our scheme. The core idea,
by which we circumvent the above attack, is to use the fol-
lowing verification equation to replace Eq. (1):

σi = fk(h(Fi)) + θFi (in Zp), (3)

where h : {0, 1}∗ → Zp is a collision-resistant hash function.
While this does break the tight binding between the authen-
tication tag σi and the block index i, it does introduce new
attacks as we now explain. Specifically, let us consider an
example of before and after the insertion of block Fi. Be-
cause the client should be stateless (i.e., does not keep record
of the block indices that have been inserted and deleted), a
dishonest server can certainly pass the proof-of-retrievability
by rolling back to the system state before the insertion of
Fi. Therefore, in order to take full advantage of Eq. (3), we
need to make the client keep an (ideally) constant state of
the data stored at the server. This calls for a data structure
which has the following features:

1. It allows fast update of data, meaning that an update
operation only incurs very small amount of computa-
tion at the server end, while minimizing the involve-
ment of the client in the process.

2. It allows short“summaries”of dynamic data files. More-
over, the update of a summary incurs only small amount
of computation at both the server end and, if neces-
sary, at the client end.

3. It allows fast query of the ith block Fi of a file F . This
is important because for updating or querying file, we
need to quickly identify Fi.

The above requirements led us to design a new data struc-
ture we call range-based 2-3 trees, which will be detailed in
Section 4. (Note that Merkle trees [17] do not have all the
required properties.)

On the other hand, in order to achieve fairness in the
setting of dynamic remote data, it is intuitive to use some
kind of incremental digital signature scheme. Actually, ex-
isting incremental signature schemes [5, 6, 7, 18] used 2-3
trees, which however are not sufficient for the purpose of
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FDPOR as we discussed above. Nevertheless, it is possible
to further extend our rb23Tree to serve the need of fairness
assurance. However, this approach has the following draw-
back: incremental signing requires O log(n) hash operations
corresponding to the path from the leaf to the root. Instead,
we will build another flat tree (i.e., with height 1) directly
based on the leaves of the rb23Tree, which will only incur
constant hash operations when there is an update to a data
file. Although hash functions can be made very efficient,
this improved complexity still might be significant in prac-
tice because the hash operations will incur correspondingly
the same number of read/write accesses. In other words, we
use a tailored variant of incremental digital signature scheme
for better performance.

Yet another important difference between dynamic POR
and static POR is manifested by the way of error correcting
codes is used. Specifically, in order to maintain dynamic
data, we need to apply an error correct code at the block
level, which is in contrast to the setting of static POR where
an error correcting code is applied to the whole data file
[15, 20]. Applying error-correcting code at the block lever
is important because, otherwise, the accommodation of an
update operation would always involve the entire data file,
which is clearly not acceptable in practice.

Putting the pieces together. The high-level idea is de-
scribed in Figure 2. Roughly speaking, there are four steps.
The first step is to encode the original data file F = (F1, . . . , Fn)
into F ′ = (F ′

0, . . . , F
′
n+1). The second step is to compute

Hi = h(F ′
i ) for 0 ≤ i ≤ n+1. The third step is to construct

a rb23Tree with leaves (H0, . . . , Hn+1), which leads to obtain
the authentication value at root x(root). The fourth step is
to construct a flat tree for achieving fairness, where

λ =
n⊙

j=0

λj =
n⊙

j=0

h(Hj ||Hj+1) =
n⊙

j=0

h(h(F ′
j)||h(F ′

j+1)).

This allows us to construct incremental signatures efficiently
because any update operation only incurs constant complex-
ity in deriving the new root λ′.

6.2 Construction
The scheme is described as follows.

FDPOR.KeyGen: Taking as input a primary security param-
eter κ and a secondary security parameter �, it chooses two
secret keys k1, k2 ∈R {0, 1}�, executes HCS.KeyGen by tak-
ing as input security parameter κ to generate a pair of public
and secret keys (pk, sk). The keys (k1, k2, sk) will be kept
secret by a client, and the key pk will be made public.
FDPOR.Update: This protocol allows a client C to store a
file F = (F1, . . . , Fn) at the first time at the server S (Case
1 below), or to update a file F that was already stored at
the server S (Case 2 below).

Case 1: Uploading a new file F .

1. The client C executes as follows:

(a) Generate two random blocks F0 and Fn+1, with
each consisting of m symbols of random elements
in Zp.

(b) Insert F0 in front of F1 and append Fn+1 to the
tail of Fn. Then, we have F = (F0, F1, . . . , Fn, Fn+1).

(c) Apply ECC to F = (F0, F1, . . . , Fn, Fn+1) in a
block-by-block fashion. Denote the output file by

F ′ = (F ′
0, F

′
1, . . . , F

′
n, F ′

n+1), where each block F ′
j

for 0 ≤ j ≤ n + 1 contains z symbols of elements
in Zp. For 0 ≤ i ≤ n + 1, we define

Hi = h(F ′
i ).

(d) (λ, δ, T )← HCS.InitSign(sk, F ′).

(e) Compute integrity tag for the ith block as follows
(0 ≤ i ≤ n + 1):

σi = fk1(Hi) +
z∑

j=1

fk2(j)F
′
ij (in Zp)

(f) Output the file F ′ = (F ′
0, . . . , F

′
n+1) with auc =

(x(root), λ, fid), which is kept by the client, and
aus = (fid, (σ0, . . . , σn+1), T , λ, δ), where fid is a
unique string chosen by the client.

(g) Send (F ′, aus) to the server over the authenti-
cated channel.

2. The server S executes HCS.Ver(pk, F ′, null, null, δ, null).
If it returns true, meaning that δ is a valid signature
with respect to the client’s public key pk and F ′, the
server stores F ′ and aus = (fid, (σ0, . . . , σn+1), T , δ, λ);
otherwise, the server outputs 0 and aborts.

Case 2: Updating an existing file F with (op, i− 1, α), where
2 ≤ i ≤ n + 1.

Note that operation (op, i− 1, α) with respect to the raw
file F means (op, i, α) with respect to the ECC-encoded file
F ′, where α is an ECC-encoded block of z symbols in Zp,
namely α = (α1 · · ·αz), αi ∈ Zp.There are three legitimate
subcases.

• Subcase 2.1: op = D.

1. The client C sends three leaf indices i− 1, i, i + 1
to the server S.

2. The server S executes rb23Tree.P(T , j) for j =
i−1, i, i+1 to obtain three respective proof pathes
πi−1, πi, πi+1, which are returned to the client.
Note that T is the range-based 2-3 tree with leaves
H0 = h(F ′

0), . . . , Hn+1 = h(F ′
n+1).

3. The client C executes rb23Tree.Examine(x(root), πj)
for j = i−1, i, i+1 in order to verify πi−1, πi, πi+1

are valid with respect to the range-based 2-3 tree
T . If C accepts, it derives three block hash values
Hi−1, Hi, Hi+1 stored at the three leaves.

4. The client C applies HCS.IncSign(sk, T , λ, (op, i, α),
Hi−1, Hi, Hi+1) and obtain δ′ and λ′.

5. The client C sends (δ′, (op, i, α), fid) to the server
S and keeps λ′.

6. The server S verifies δ′ by executing HCS.Ver(pk, null,
T , λ, δ′, (op, i, α)). If accepts, then S deletes the
(i − 1)th block, and applies rb23Tree.D(T , i) to
obtain proof pathes (πi, πi+1, π

′
i), which are then

returned to C.

7. The client C verifies (πi, πi+1, π
′
i) by executing

rb23Tree.ver((op, i, α), πi, πi+1, π
′
i). If accepts, C

updates x(root) which is included in π′
i.

• Subcase 2.2: op = I.
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Figure 2: High-level idea behind FDPOR. Steps 1-3 correspond to the maintenance of rb23Tree
with leaves H0, H1, . . . (for ensuring the soundness of FDPOR). Once the rb23Tree is created, Step 4
maintains the flatFairnessTree with height 1 and the same leaves H0, H1, . . .. This is for the purpose
of incremental signatures (for ensuring the fairness of FDPOR).

1. The client C sends two leaf indices i, i + 1 to the
server.

2. The server S returns πi, πi+1, which are obtained
by executing rb23Tree.P(T , j) for j = i, i + 1.

3. The client C executes rb23Tree.Examine(x(root), πj)
for j = i, i+1, in order to verify πi, πi+1 are valid
with respect to T . If accept, it derives two block
hash values Hi, Hi+1 stored at the three leaves.

4. The client C applies HCS.IncSign(sk, T , λ, (op, i, α),
null, Hi, Hi+1) and obtain δ′ and λ′. It also com-
putes the integrity tag for the new block α as fol-
lows:

σα = fk1(h(α)) +
z∑

j=1

fk2(j)αj .

It then sends (δ′, σα, (op, i, α), fid) to the server.

5. The server S verifies δ′ by executing HCS.Ver(pk,
null, T , λ, δ′, (op, i, α)). If accepts, then it inserts
the new block α after (i − 1)th block, applies
rb23Tree.I(T , i, h(α)) to obtain a pair of proof pathes
(πi, π

′
i), and updates δ to δ′.

6. the client C verifies πi, π
′
i by executing rb23Tree.ver

((op, i, α), πi, null, π
′
i). If accept, C updates x(root).

• Subcase 2.3: op =M.

1. The client C sends three leaf indices i− 1, i, i + 1
to the server.

2. The server S returns πi−1, πi, πi+1, which are ob-
tained by executing rb23Tree.P(T , j) for j = i −
1, i, i + 1.

3. The client C execute rb23Tree.Examine(x(root), πj)
for j = i−1, i, i+1, in order to verify πi−1, πi, πi+1

are valid with respect to T . If C accepts, it de-
rives two block hash values Hi−1, Hi, Hi+1 stored
at the three leaves.

4. The client C applies HCS.IncSign(sk, T , λ, (op, i, α),
Hi−1, Hi, Hi+1) and obtains δ′ and λ′. It also
computes the integrity tag for the new block α as
follows:

σi = fk1(h(α)) +
z∑

j=1

fk2(j)αj .

It sends (δ′, σi, (op, i, α), fid) to the server.

5. The server S verifies δ′ by executing HCS.Ver(pk, null,
T , λ, δ′, (op, i, α)). If accept, then it updates the
(i − 1)th data block with value α, and applies
rb23Tree.M(T , h(α)) to obtain a pair of proof pathes
(πi, π

′
i).

6. The client C executes rb23Tree.ver((op, i, α), πi, null, π
′
i)

to verify πi, π
′
i. If accept, C updates x(root).

FDPOR.Por: This protocol is executed between the client C
and the server S as follows.
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1. The client C chooses a set of c elements: I = {α1, · · · , αc},
αi

r← [1, n], randomly selects βi from Zp for 1 ≤ i ≤ c,
and sends the challenge C = {(αi, βi)} to the server.

2. The server S computes:

uj =
∑
i∈I

βiF
′
ij 1 ≤ j ≤ z

σ′ =
∑
i∈I

βiσi

Hi = h(F ′
i ) i ∈ I

and πi = rb23Tree.P(T , i + 1) for i ∈ I. It then sends
the response R = {uj , σ

′, Hi, πi} back to the client.

3. The client C verifies the response R and outputs true
if the two following conditions hold, and outputs false
otherwise:

• rb23Tree.Examine(x(root), πi) returns true for i ∈
I.

• It holds that

σ′ =
∑
i∈I

βifk1(Hi) +
z∑

j=1

fk2uj

7. SECURITY ANALYSIS
The correctness of our scheme can be easily checked. Now

we prove the soundness and fairness of our construction in
the random model. Specifically, we show the soundness in
two steps: First, we prove that no dishonest server can pass
the verification with a non-negligible probability. Second,
we show that our construction allows to extract the original
data file from an ε-admissable prover with a certain non-
negligible probability. We show the fairness of our scheme
is ensured by the incremental signature scheme.

Theorem 1. Assume {fk}k is a family of secure PRF, h
is collision-resistant hash function, and ECC(m, z, d) is an
error-correcting code. Then one can recover the file F from
the ε-admissable prover with at least the probability (1 −
ed/2−μ(d/2μ)−d/2)n, where μ = (1−ε)z/ε with the condition
d > 2μ.

Proof. The theorem is proved by showing:

• A dishonest server cannot execute FDPOR.Por with an
honest client successfully with a non-negligible proba-
bility (Lemma 1).

• Given a ε-admissable cheating prover, one can recover
the original file F with probability (1−ed/2−μ(d/2μ)−d/2)n,
where μ = (1 − ε)z/ε with the condition d > 2μ
(Lemma 2).

Lemma 1. If {fk}k is a family of secure PRF and h is
collision-resistant hash function, then no dishonest server
can execute FDPOR.Por i times to convince an honest client
successfully with a non-negligible probability.

Proof. According to Definition 2, a dishonest server suc-
cessfully executes FDPOR.Por to convince the client when
the client outputs 1. Let us now consider the probability
that event happens. Recall that block Fi is associated with
tag σi, where 1 ≤ i ≤ n, that I = {α1, . . . , αc} is the set
of block indices randomly selected by the client and C =
{(αi, βi)}1≤i≤c is the corresponding challenge, which caused
the server to return the response {u′

1, . . . , u
′
z, σ′}

⋃
{Hi|(i ∈

I)}. Let {u1, . . . , uz, σ}
⋃
{H ′

i|(i ∈ I)} be the expected re-
sponse returned by an honest prover. Here we have Hi = H ′

i

for all i ∈ I because of the guarantee in the proof pathes ver-
ification. Hence, we have the two equations:

σ =
∑
i∈I

βifk1(H
′
i) +

z∑
j=1

fk2(j)uj (in Zp)

σ′ =
∑
i∈I

βifk1(H
′
i) +

z∑
j=1

fk2(j)u
′
j (in Zp)

Let Δσ = σ′ − σ and Δuj = u′
j − uj , 1 ≤ j ≤ z. Then we

have

Δσ =
z∑

j=1

fk2(j)Δuj (in Zp) (4)

In order to successfully execute FDPOR.Por the dishonest
server has to provide an instance of the z+1 values of the z+
1 variables Δu1, . . . , Δuz that satisfy Eq. (4). Because fk2

is a secure PRF, the z random coefficients fk2(1), . . . , fk2(z)
are randomly distributed over Zp and are not known to the
server. This means that any given Δu1, . . . , Δuz and Δσ
satisfying Eq. (4) with probability 1/p. Therefore, the prob-
ability of convincing the client after i attempts is:

1− (1− 1/p)(1− 1/(p− 1)) . . . (1− 1/(p− i))

Let 1 ≤ i ≤ p/2, then we have

1− (1− 1/p)(1− 1/(p− 1)) . . . (1− 1/(p− i))
≤ 1− (1− 2/p)i

≤ 1− (1− 2/p) = 2/p

For the large �−bits prime p and within polynomial at-
tempts, the probability of convincing the client will be neg-
ligible.

Lemma 2. Given an ε-admissible prover, one can recover
the original file F with the probability (1−ed/2−μ(d/2μ)−d/2)n,
where μ = (1− ε)z/ε with the condition d > 2μ..

Proof. Since the prover is ε-admissible, there are at most
(1− ε)nz symbols corrupted in the file. Let us consider the
probability that a corrupted symbol exists in a given block.
It has the maximum probability while other (1 − ε)nz − 1
corrupted symbols appear in other blocks. Therefore, the
probability of a corrupted symbol in a given block will be
less than z/(nz − (1− ε)nz) = 1/εn.

Let us define the event Xi whether ith corrupted symbol
will be in a given block (0 ≤ i ≤ (1 − ε)nz) , and Xi = 1
means ith corrupted symbol is in the given block. Then
Pr[Xi = 1] ≤ 1/εn So X1, . . . , X(1−ε)nz are the independent
Bernoulli variables. Let us consider the number of corrupted
symbols being in the given block, denoted by X. We have

X =
∑(1−ε)nz

i=1 Xi and E[X] = μ ≤ (1− ε)z/ε.
According to the Chernoff Bound [10], if X1, . . . , XN are

independent bernoulli variables, then for X =
∑N

i=1 Xi and
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any δ > 0, Pr[X > (1 + δ)μ] < (eδ/(1 + δ)(1+δ))μ with
μ = E[X].

For a given block, if it is not recoverable, it should contains
at least d/2 corrupted symbols. Let (1 + δ)μ = d/2 and
have δ = d/2μ − 1. So Pr[X > d/2] = Pr[X > (1 + δ)μ] ≤
(eδ/(1+δ)(1+δ))μ, by letting δ = d/2μ−1 and μ = (1−ε)z/ε.

By simplification, we have Pr[X > d/2] ≤ ed/2−μ(d/2μ)−d/2

where μ = (1−ε)z/ε and under condition d > 2μ. Hence, the
probability of recovering( or retrieving) a given block will be

at least 1− ed/2−μ(d/2μ)−d/2. Because the file is composed
of n blocks, the probability of retrieving the original file will
be at least (1 − ed/2−μ(d/2μ)−d/2)n where μ = (1 − ε)z/ε
with the condition d > 2μ.

Fairness of our FDPOR scheme is based on the hardness
of the so-called balance problem, which is reviewed below.

Lemma 3. ([7]; the balance problem and its hardness)
Given a group G, and elements a1, . . . , an randomly selected
from G, find disjoint subsets U ,W ⊆ {1, . . . , n}, s.t.

⊙
i∈U ai =⊙

j∈W aj, U ,W not both empty, where
⊙

is the group op-
eration. When choosing G as Zp for a suitable prime P ,
the hardness of the balance problem instantiated over (Zp, )
would be equal to, or even greater than, the discrete loga-
rithm problem in Zp.

Theorem 2. Assume h is a collision-resistant hash func-
tion and SIG is a secure signature scheme, our FDPOR scheme
is fair.

Proof. According to Definition 3, a dishonest client may
break the fairness of the scheme only when it can generate
two files F and F ′, such that (i) F 	= F ′, and (ii) the hon-
est server verifies that 1← HCS.Ver(pk, F, T , λ, δ, null) and
1← HCS.Ver(pk, F ′, T ′, λ′, δ, null).

Let us first review the signing process: computing hash
value for each file block, Hi = h(Fi), hashing (HiHi+1),
i.e.. λi = h(Hi||Hi+1), then taking group operation on λi,
namely λ =

⊙
λi. At last Let SIG.Sign(sk, λ) → δ. We

denote this process by F → T → λ → δ. Here T is a
range-based 2-3 tree which stores Hi at the leaves. Two
range-based 2-3 trees are said to be identical, denoted by
T = T ′, if both have the same number of leaves, and the
corresponding leaves store the same hash value.

Now Let us consider the probability of the dishonest client
breaking the fairness.

Let us consider the probability of the dishonest client suc-
cessfully generating (F, F ′, δ). It can achieve this goal with
three possible means:

• It can find two different λ and λ′ such that

1← SIG.Ver(pk, λ, δ) ∧ 1← SIG.Ver(pk, λ′, δ).

This is investigate in Case 1 below.

• It can obtain two distinct T and T ′ but get identical
λ = λ′. This is investigated in Case 2 below.

• It can obtain two distinct file F and F ′, but have iden-
tical T and T ′. This is investigated in Case 3 below.

Case 1: λ 	= λ′. Let us define event E1 as

{λ 	= λ′|1← SIG.Ver(pk, λ′, δ) ∧ 1← SIG.Ver(pk, λ′, δ)}.
Because SIG is a secure signature scheme, Pr[E1] is negligi-
ble.

Case 2: T ′ 	= T but λ = λ′. Let us define event E2 as

{λ = λ′|T 	= T ′ ∧ T → λ ∧ T ′ → λ′}.
Let us consider the probability Pr[E2].

Assume that there exists a polynomial-time algorithm A
that can obtain two different strings x = x1x2 · · ·xn and
y = y1y2 · · · ym, which are stored at the leaves of T and
T ′ such that λ =

⊙n−1
i=1 h(xi||xi+1), λ′ =

⊙m−1
j=1 h(yj ||yj+1)

and λ = λ′. Then we have

h(x1||x2)
⊙

h(x2||x3) · · ·
⊙

h(xn−1||xn)

= h(y1||y2)
⊙

h(y2||y3) · · ·
⊙

h(ym−1||ym).

Let

U = {αi = h(xi||xi+1), 1 ≤ i ≤ n− 1}
and

W = {βj = h(yj ||yj+1), 1 ≤ j ≤ m− 1},
where αi, βj are randomly distributed over the Zp. Then we
have

n−1⊙
i=1

αi =

m−1⊙
j=1

βj .

Since x 	= y, we have U 	=W. Hence we have

l⊙
i=1

αi =
k⊙

j=1

βj , 0 ≤ l ≤ n− 1, 0 ≤ k ≤ m− 1

by eliminating identical values at both sides. Note that k
and l cannot be zero simultaneously.

If the polynomial time algorithm A can obtain two dif-
ferent range-based 2-3 trees T , T ′ (meaning two different
strings x and y) such that λ = λ′, then we can adopt
A to find a solution to the balance problem by satisfying⊙n−1

i=1 αi =
⊙m−1

j=1 βj , where αi, βj are randomly selected

from the group Zp,
⊙

is the group operation and l, k can-
not be zero simultaneously. In other words, the probability
that we find a solution to the balance problem is the same
as the probability that A find two different range-based 2-3
trees such that λ = λ′.

According to Theorem 3, Pr[E2] is negligible.
Case 3: F 	= F ′ but T ′ = T , λ = λ′. Let us consider the event
E3 as

{T = T ′|F 	= F ′ ∧ F → T ∧ F ′ → T ′}.
The identical range-based 2-3 tree means that the two files
have the same length, and the hash values of each block
are identical. However, since h is a collision-resistant hash
function, Pr[E3] is negligible.

In summary, Pr[E1]+Pr[E2]+Pr[E3] is negligible, mean-
ing that a dishonest client can break the fairness of the
scheme with only negligible probability. This completes the
proof.

8. CONCLUSION
We presented FDPOR, a useful extension of the static

POR. We also presented the first FDPOR scheme, which
is proven secure in random oracle. Our scheme is based on
two new building-blocks that might be of independent value.

Our future work includes: (i) realizing public verifiability
so that a third party can verify the retrievability of data.
(ii) utilizing erasure code rather than ECC so as to achieve
possibly better performance.
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