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APPENDIX: STRAM - Measuring the Trustworthiness of Computer-based Systems

Fig. 1. STRAM Ontology: Key attributes of the four sub-metrics under STRAM.
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Table I. Common metrics of vulnerability measurements.

VA Metric Measurement of a metric Note
True-Positive Rate
(TPR)

TPR = TP
V

= TP
TP+FN

TP : True Positives; FN : False Nega-
tives; V : The number of vulnerabili-
ties

False-Negative Rate
(FNR)

FNR = FN
V

= FN
TP+FN

True-Negative Rate
(TNR)

TNR = TN
¬V = TN

FP+TN
¬V : The number of non-
vulnerabilities

False-Positive Rate
(FPR)

FPR = FP
¬V = FP

FP+TN
where TPR+FNR = FNR+FPR =
1

Accuracy (A) A = TP+TN
TP+FN+FP+TN

Precision (P) P = TP
TP+FP

a.k.a. Bayesian detection rate
Recall (R) R = TP

TP+FN
a.k.a. sensitivity and TPR

F-Measure F -Measure = 2×P×R
P+R =

2×TP
2×TP+FP+FN

Receiver Operating
Characteristic (ROC)

ROC is shown with TPR vs. FPR for
x-axis and y-axis, respectively

Vulnerability Detec-
tion Operating Char-
acteristic (VDOC)

VDOC is shown with TPR for x-axis
and P for y-axis

Relative Vulnerabil-
ity Detection Power
(RVDP)

RVDP (d′,D′,D) = |Xd′−∪d∈DXd|
V

A VA tool, d, and D is a set of VA tools;
Xd be the set of vulnerabilities de-
tected by d ∈ D′; d′ ∈ D′ for D ⊂ D′

Collective Vulner-
ability Detection
Power (CVDP)

CV DP (D′) = |∪d∈DXd|
V

where D ⊆ D′

Coverage (C) System components assessed by VA
tools
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Table II. Common metrics of risk assessment measurements.

RA Metric Measuring factor Note and example results
Dynamics Is a RA model static or dynamic? Dynamic risk management, considering

vulnerabilities, how they are exploited, and
their impact, is critical to defenders’ make
decision in real-time [Cam 2015].

Dependence Can a RA tool accommodate the depen-
dence between the relevant random vari-
ables, if not stochastic processes, that need
to be accommodated into the model?

Dependencies between cyber attacks affect
the impact of risk associated with the inde-
pendency [Da et al.; Xu et al. 2015a].

Inter-
dependence

Can a RA tool accommodate the inter-
dependence between system components
(e.g., compromise of one component can
cause the compromise of another compo-
nent)? How does the interdependence dy-
namically evolve?

Interdependence of risk in one agent on
risk in another agent can affect overall
risk differently. Some studies model in-
terdependent risks based on game theory
and estimate expected outcome of risks
that are interdependent to system compo-
nents [Heal and Kunreuther 2007].

Scalability Can a RA tool deal with a large-scale net-
work?

For large-scale networks (e.g., millions of
nodes), stochastic processes models are of-
ten intractable, leading to forcing math-
ematical approximations to the pertinent
stochastic process models. Cybersecurity
Dynamics models offer a good trade-off be-
tween mathematical tractability and faith-
fulness to the dynamics [Da et al.; Han
et al. 2014; Li et al. 2011; Lu et al. 2013; Xu
and Xu 2012; Xu et al. 2015a; Xu 2014a,b;
Xu et al. 2012a,b, 2014, 2015b; Zheng et al.
2015].

Predictability Can a RA tool offer predictions to provide
cost-effective cyber defense (e.g., optimal or
sub-optimal)?

Cybersecurity Dynamics and “grey-box”
cybersecurity data analytics can offer
the capabilities that capture dynamics of
risk [Chen et al. 2015; Peng et al. 2016; Xu
et al. 2017; Zhan et al. 2013, 2014, 2015].

Prescription Can a RA tool offer prescriptive (e.g.,
control-theoretic or game-theoretic) in-
structions to guide the defender in adjust-
ing its defense?

Cybersecurity Dynamics models aim to
provide prescriptive instructions based on
dynamics of risk estimated [Lu et al. 2013;
Xu et al. 2012a].

Security
measure-
ments

What security metrics are can be described
or derived from a RA tool?

Security metrics based on RA can be
derived based on cost-effective analy-
sis [Baker et al. 2007]. For example, how
much risk is reduced after a certain secu-
rity / defense mechanism is applied in a
system?
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Table III. Team competence measurements in Red Teaming.

Team competence metric Attributes or features Measurements / tools

Team member expertise
Skill sets & competency Experience, qualifications, portfolio of projects, functional-

ities, or peer standing (e.g., INCOSE / BCS SFIA compe-
tency framework [Holt and Perry 2011])

Knowledge level Knowledge for known system vulnerabilities, exploitability
for known / unknown vulnerabilities

Resource level Computation / communication capability, a number of red
team members, and/or time

Available techniques

Reverse Engineering Reverse engineering tools and methods
Side Channel Side channel analysis tools and methods
RF Emission RF emission analysis tools and methods

Documentation analysis Document analysis tools and methods
Tracing Tracing tools and methods

API analysis API analysis tools and methods
Protocol analysis Protocol analysis tools and methods
Static analysis Static analysis tools and methods

Dynamic analysis Dynamic analysis tools and methods

Available tools

Name The name of the tool (Full name and acronyms)
Version Version, date of issue, patch etc.
Purpose Provide a brief description of the tool including its purpose.

Reason / application of the tool by the Red Team. How / Why
used. Configuration of the tool for specific application / tests

Vendor Name the source of the tool, Name the developer of the tool
Type In-house / Open source / COTS / GOTS

Maturity Is the tool a prototype, under development / test, production
quality or something else?

Inputs What data sources is the tool dependent on? Data format
the tool requires e.g., .txt

Deliverables Describe the specific functionality provided by the tool /
Output of the tool. Provide a rating identifying the assessed
capability of the tool by function

Implementation Operating system / language implementation. Dependency
on any other tools or conditions to run?

Test Sets List the tests (test sets) covered by the tool
Gaps Identify any known gaps in the capability of the tool. Iden-

tify any weaknesses in the tool and the areas it covers. List
known bugs / unwanted features

Effectiveness Assess the effectiveness of the tool in achieving its purpose
in comparison with other similar products

Standards Identify any standards to which the tool claims compliance
Cost Provide an estimation of the cost of tool / per license etc.

Usability Knowledge needed to use tool; difficulty of using the tool?
Have the team give an estimate on this for comparison?
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Table IV. Test results measurements in red teaming.

RT Test result category Measuring outcome Measurements
Successful attacks Impact of vulnera-

bility exploitation by
successful attacks on
valuable assets

a. None: No impact of exploitation because a test result re-
ports vulnerabilities only; PT is a special case of RT result
with no impact;
b. Low: Low impact of exploitation; the implementation of
exploitation is hard due to the required local or physical
system access;
c. Medium: Medium impact of exploitation due to denial-
of-service or very limited availability to the system, or only
affects subsystems. In order to execute the exploit, the at-
tacker may require local area connection or social engineer-
ing;
d. High: High impact of exploitation; easy to exploit vulner-
abilities with a little knowledge about system vulnerabili-
ties; and
e. Critical: Critical impact of exploitation, causing the root
level access of the system; tools and information required
for executing the exploit are widely available to attackers.

Defense capabilities Effectiveness and
efficiency of defense
mechanisms in terms
of prevention, detec-
tion, and recovery

a. Prevention capability measures the skill level of the at-
tacks that are prevented by the defense in terms of (1) little
skilled (i.e., an attack is based on running attack tools avail-
able); (2) medium skilled (i.e., an attack requires a medium
level of expertise or knowledge about local area connec-
tions); and (3) highly skilled (i.e., an attack requires high
skills, requiring physical system access or social engineer-
ing).
b. Detection capability measures the detection capability of
defense mechanisms including (1) detection time (i.e., from
attack launching time to detection time); (2) response time
to detected attacks (i.e., from attack detection time to re-
sponse time to the detected attack); and (3) effectiveness of
detection mechanisms.
c. Recovery capability measures the recovery capability
of defense mechanisms including (1) automated recovery
(i.e., automated reconfiguration without any manual proce-
dures); and (2) autonomous recovery (i.e., autonomous re-
configuration based on collected evidence to maximize sys-
tem reliability without any manual procedures).

Red teaming outcome Significance of iden-
tified vulnerabilities
by RT exercise

a. Number of vulnerabilities identified by the RT;
b. Mission criticality estimated by the impact of damage
caused by successful attack by the RT;
c. Defense / recovery directions suggested by the RT to
patch vulnerabilities or fix system faults; and
d. Customer satisfaction level evaluated based on an ordi-
nal scale (e.g., 5 scales from 1 for extremely dissatisfied to
5 for surpassed expectations).
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