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ABSTRACT ARTICLE HISTORY
Cyber attacks have become a problem that is threatening the econ- Received 4 January 2016
omy, human privacy, and even national security. Before we can  Accepted 31 October 2016
adequately address the problem, we need to have a crystal clear KEYWORDS
understanding about cyber attacks from various perspectives. This is Autoregressive conditional
achallenge because the Internet is a large-scale complex system with duration: extreme value
humansin the loop. In this paper, we investigate a particular perspec- theory; generalized Pareto
tive of the problem, namely the extreme value phenomenon that is distribution; intensity
exhibited by cyber attack rates, which are the numbers of attacks

against a system of interest per time unit. It is important to explore

this perspective because understanding the statistical properties of

extreme cyber attack rates will pave the way for cost-effective, if not

optimal, allocation of resources in real-life cyber defense operations.

Specifically, we propose modeling and predicting extreme cyber

attack rates via marked point processes, while using the Value-at-Risk

as a natural measure of intense cyber attacks. The point processes are

then applied to analyze some real data sets. Our analysis shows that

the point processes can describe and predict extreme cyber attack

rates at a very satisfactory accuracy.

1. Introduction

Analyzing cyber attack data, or cybersecurity data analytics, is an important field in
cybersecurity research. In order to take full advantage of cyber attack data, we need to
characterize the statistical properties that are exhibited by the data and investigate their
cybersecurity implications. In this paper, we investigate the extreme value phenomenon
that is exhibited by the time series of cyber attack rates, which are the numbers of cyber
attacks against some targets per time unit. The term ‘target’ refers to any cyber system of
interest (e.g. a set of computers or Internet Protocol (IP) addresses, or a set of services
offered by some computers), the term ‘time unit’ refers to any resolution of interest (e.g.
minute, hour or day), and the term ‘attack rate” during a time unit reflects the intensity of
cyber attacks against the target in question.

The importance of studying the extreme value phenomenon can be justified as follows.
In order to effectively defend a target against cyber attacks, the defender needs to allocate
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adequate defense resources. However, the defender cannot always overprovision defense
resources because they are too expensive. In order to see this, we mention that defense
mechanisms, such as Deep Packet Inspection [17] (which, roughly speaking, examines
the individual IP packets that come to, and possibly from, the target so as to block cyber
attacks), demand substantial computer resources. When the attack (or packet) rates are
above the capacity that can be processed by the allocated defense resource, the defense may
be forced to leave some attack packets unexamined and therefore unblocked (because it is
not acceptable to simply drop the unexamined packets). Putting another way, the restric-
tion is that the defender cannot constantly deploy an unnecessarily large amount of defense
resources, because attack rates are low for most of the time. Therefore, it is important to
enable the defender to dynamically allocate extra defense resources on demand to accom-
modate the abnormally large cyber attack rates, when the need arises. To make this possible,
we must be able to accurately predict the extreme cyber attack rates ahead of time, the
longer the period ahead of time the better. This also justifies the importance of predicting
extreme cyber attack rates.

In this paper, we make the following contributions. We propose a novel application
of marked point processes to fit and predict extreme cyber attack rates, while using the
Value-at-Risk (VaR) as a natural measure of intense attacks. In particular, we use the
point-over-threshold method to model the magnitudes of extreme attack rates, and use
the Autoregressive Conditional Duration approach to describe the arrival of extreme attack
rates. The approach is featured by its capability of simultaneously accommodating the mag-
nitudes of extreme values (i.e. extreme attack rates in the context of the present paper), the
inter-exceedance times between extreme values, and the dependence between the inter-
arrival times of extreme values. Our empirical analysis based on two real-world data sets,
which were collected by two widely used cyber instruments known as network telescope (or
telescope for short) and honeypot, shows that the approach can accurately describe and pre-
dict extreme cyber attack rates. The approach is interesting on its own from a theoretical
perspective, and useful in practice because it enables the defender to dynamically allocate
defense resources based on the predicted extreme attack rates.

The kinds of data, which we analyze, have been studied in the literature. However, prior
studies are for different purposes and use different modeling techniques. On one hand,
telescope data has been studied for the purpose of understanding Internet background
radiation and denial-of-service activities (e.g. [34]), for the purpose of characterizing the
behavior of activities such as scanning, peer-to-peer applications, unreachable services,
misconfigurations, worms, or one-way traffic (e.g. [14]). On the other hand, honeypot data
has been analyzed for the purpose of characterizing the traffic of certain kinds of attacks
(e.g. known vs. unknown attacks, [2,39]), for the purpose of analyzing probe and scan
activities (e.g. [30]), for the purpose of understanding denial-of-service attacks [22] or
worm/botnet activities (e.g. [19,31]), and for the purpose of characterizing the statisti-
cal properties exhibited by the data (e.g. Long-Range Dependence, [43]). Recently, the
extreme value phenomenon exhibited by cyber attack data has been touched in [44] by
using a time series approach. Specifically, they used the Fractional AutoRegressive Inte-
grated Moving Average (FARIMA) model to capture the mean part of attack rates, while
using the Generalized AutoRegressive Conditional Heteroskedasticity (GARCH) model
to accommodate the high volatilities of attack rates. Although this approach can offer
accurate predictions for some cyber attack data, the GARCH model, in general, is not
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known to be able to provide a solid theoretical explanation for the clustering behavior
of extreme values [33], which is however widely observed in the cybersecurity domain
(cf. [43,44]).

The rest of the paper is organized as follows. In Section 2, we describe the data and
an exploratory analysis of the data. In Section 3, we introduce the marked point process
model and discuss the VaR measure of extreme cyber attack rates. In Section 4, we report
a simulation study to examine the performance of the proposed models. In Section 5, we
present the results of using marked point processes to model and predict extreme cyber
attack rates. We conclude the paper and discuss future work in Section 6.

2. Data and exploratory analysis

The data sets we analyze were collected by the two cyber instruments mentioned above,
namely network telescope and honeypot. In this section we briefly describe these instru-
ments as well as the data sets, and then report on our exploratory analysis of the data sets.
For the time series of attack rates, the time unit we use is hour, which is reasonable because
1-hour ahead predictions would be sufficient for the defender to dynamically allocate (deal-
locate) defense resources to cope with the predicted large (small) attack rates during the
next hour. While other time units could be used as well, it would waste defense resources
if the time unit is too coarse-grained (e.g. 48 h) because large attack rates may occur occa-
sionally (e.g. during 3h of the 48h span). Nevertheless, how to determine the optimal
time unit is an interesting problem for future research.

2.1. Cyber instruments and data sets

Network telescope and data set. A network telescope, or telescope, passively monitors a large
chunk of IP addresses, which have no Internet services but are exclusively set up to collect
unsolicited network traffic. In other words, a telescope does not interact with any incom-
ing Internet service request. As a result, when a remote attacker tries to connect to a web
server with an IP address that belongs to a telescope (e.g. for the purpose of figuring out
whether or not there is indeed a server, and if so, further attack steps being taken), the tele-
scope will not respond to the request but simply records the requests. This also explains
why telescopes are sometimes called darknets, sinks, or blackholes (e.g. [4,42]). Because
there are no Internet services that are associated to those IP addresses, the network traffic
coming to a telescope is unsolicited, and is most likely caused by cyber attacks (e.g. com-
puter malwares searching for vulnerable computers in cyberspace). Still, the data collected
by a telescope could contain some non-malicious traffic, which may be caused by system
misconfigurations and background radiations (e.g. [23,41]). There is a widely used pre-
processing procedure for filtering such non-malicious traffic. At a high level, the procedure
works as follows. First, the collected IP packets (i.e. raw data) are reassembled into flows
according to a standard procedure described in [12], where the term ‘flow’ is well-defined
in field of computer networks. Each flow represents an attack. Second, the assembled flows
are then classified into three categories: backscatter flows, ICMP request flows, and other
flows. Since (i) analysis of backscatter flows has been conducted elsewhere (e.g. [25,34]),
and (ii) ICMP has been mainly used to launch DOS attacks (e.g. [29,34,40]), we focus on
analyzing the other kinds of cyber attacks (i.e. the other flows). By counting the number of
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attacks that arrive at a telescope per time unit (e.g. hour), we obtain a time series of cyber
attack rates.

The telescope data set was collected between 1 March 2013 and 31 March 2013 by
CAIDA’s network telescope, which monitors a globally routeable /8 network (i.e. approx-
imately 0.4% of Internets IP version 4 address space, or 224 IP addresses). Because (i) the
size of a network telescope is specified by the chunk of IP addresses it monitors, and (ii) we
want to see whether or not a difference in telescope size can incur a significant change in
statistical properties exhibited by the data, we consider three variant telescopes of CAIDA's.
Specifically, we analyze three data sets that correspond to three variant telescopes of sizes
Sy =224 2205, =22 — 218 and §3 = 2%* — 2%, We will refer to both these variant
telescopes and the data sets S1, S2, and S3, respectively. This leads to three telescope data
sets of time series of cyber attack rates.

Honeypot and data set. Similar to a network telescope, a honeypot is exclusively set up for
collecting unsolicited Internet traffic, because legitimate users should not make any request
to any IP address within the honeypot. Unlike a network telescope, the IP addresses mon-
itored by a honeypot are indeed associated with some Internet services (e.g. web server).
However, these services are only partly ‘emulated’ to accommodate the remote requests
somewhat (for economic reasons). This design allows the defender to use a small number
of computers to monitor a certain number of IP addresses, which explains why a honeypot
is often much smaller than a network telescope. Although the network traffic coming to a
honeypot is most likely cyber attacks, we still need to filter the non-malicious traffic.

Similar to the pre-processing procedure for telescope data, there is a standard procedure
for pre-processing honeypot data [1] to extract the time series of cyber attack rates (i.e. the
numbers of cyber attacks against the honeypot per time unit).

The honeypot data set we analyze corresponds to what was called ‘Period V’ in [44],
which however cannot be accurately predicted by the models studied there. The data set
was collected between 22 June 2011 and 27 August 2011 (i.e. 67 days or 1608 hours) by
a honeypot monitoring 166 IP addresses via four popular honeypot programs: Amun,
Dionaea, Mwcollector and Nepenthes. In the honeypot, a computer ran multiple honeypot
programs, each of which was associated to one of the 166 IP addresses. Since the honeypot
is small (i.e. 166 IP addresses), we do not consider variants of it. The resulting data set is
the time series of attack rates as observed by the honeypot.

2.2. Exploratory analysis

Figure 1 plots the time series of cyber attack rates and the time series of the extreme cyber
attack rates corresponding to the aforementioned variant telescope data sets S;, S, and
S3 and the honeypot data set (time unit: hour). We observe that the telescope time series
share some similarity, but are quite different from the honeypot one. Nevertheless, they
all exhibit many large attack rates (i.e. extreme values), which represent intense attacks.
In order to characterize the extreme values, we need to define some thresholds such that
attack rates exceeding the thresholds are deemed as extreme attack rates. For the three
variant telescopes, we set the threshold to be the 88% quantile of the attack rates during
the lifetime of observation; for the honeypot time series, we set the threshold to be the
90% quantile of the attack rates during the lifetime of observation. These thresholds are
selected based on the following criteria. From a practical point of view, network defenders
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Figure 1. Plots of times series of cyber attack rates (top row) and time series of extreme cyber attack rates (bottom row), where the x-axis represents time (unit: hour)
and the y-axis indicates the attack rate (i.e. the hourly number of attacks observed by the cyber instrument in question). Extreme attack rates are those which are
above certain thresholds: the 88% quantile for the telescope data sets and the 90% quantile for the honeypot data set. (a) Attack rates: telescope data set Sy, (b) attack
rates: telescope data set Sy, (c) attack rates: telescope data set S3, (d) attack rates: honeypot data set, (e) extreme attack rates: telescope data set Sy, (f) extreme attack
rates: telescope data set S, (g) extreme attack rates: telescope data set S3 and (h) extreme attack rates: honeypot data set.
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Table 1. Results of the KS test for the exponential distribution of inter-exceedances times: for a data set,
Diis the value of the test statistic, and p is the corresponding p-value.

Telescope data set S; Telescope data set S, Telescope data set S3 Honeypot data set
D 2631 .2886 2496 .3002
p 7.1e—05 8.898e—06 1.98e—04 3.437e—09

are concerned with high quantiles of attack rates that exceed what can be processed by the
defense resource. From a theoretical point of view, statistical models require proper selec-
tion of threshold values, because too few data points (corresponding to large thresholds)
may result in a large bias, while too many data points (corresponding to small thresholds)
may lead to difficulties in finding a proper distribution. It is shown in the Appendix that
the selected thresholds are robust in terms of both the ground process and the mark distri-
bution. Figure 1(e)-(h) plot the resulting time series of extreme cyber attack rates, which
exhibit the cluster phenomenon (i.e. intense attacks sustain for a period of time).

Recall that the literature often assumed that occurrences of extreme values follow the
Poisson process, meaning that the time intervals between extreme values, called inter-
exceedance times, are independent of each other and follow the exponential distribution.
We want to know whether or not this hypothesis holds for our data sets. Figure 2 plots the
autocorrelations of the time intervals between consecutive extreme attack rates. We observe
significant correlations between the inter-exceedance times in all of the cases. This means
that the occurrences of extreme attack rates are not independent of each other. Table 1 fur-
ther describes the one-sample Kolmogorov-Smirnov (KS) test that is performed on the
inter-exceedances. We observe that the p-values are small, meaning that the exponential
distribution hypothesis for the inter-exceedances is rejected for all of the time series. Hence,
the Poisson process may not be suitable for modeling the extreme cyber attack rates.

The need for new models. The above discussion motivates us to characterize the extent
at which the present extreme attack rates indicate the future extreme attack rates and
how we can predict the future extreme attack rates. For these purposes, one may suggest
to use the Extreme Value Theory (EVT). However, the classical point process based on
EVT (e.g. the point-over-threshold or POT method, [20,37]) emphasizes on modeling the
magnitudes of exceedances, but without considering the dependence between the inter-
exceedance times. The classical EVT models are not appropriate for our purposes because
we already observed the correlation between the inter-exceedance times. In order to incor-
porate the inter-exceedance times into the POT model, we propose using marked point
processes to accommodate both the arrivals of extreme attack rates and the magnitudes of
their exceedances. Specifically, we use the POT method to model the magnitudes of their
exceedances, and use the Autoregressive Conditional Duration (ACD) model to describe
the arrivals of extreme attack rates because ACD can accommodate the slow decay of auto-
correlation as well as bursts of extreme value clusters (which are exhibited by the data sets
as shown in Figures 1 and 2).

3. Marked point process and dynamic cyber risk measure
3.1. Classical EVT

Suppose Xo, . . ., X, are the hourly cyber attack rates against a target. Let u > 0 be a thresh-
old. Then, any X; > u is called an extreme value. The extreme values formulate a point
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process

n
N(A) =) 11 X) € A)
i=1
over state space x = (0,t,] x (u,00). According to the classical EVT (cf. [32,37]), the point
process can be treated as a non-homogeneous poisson process with the following intensity
function:

; (1)

X— [ —-1/5—1
o

At x) = é (1 + &

+

where (x)+ = max{x, 0},0 > 0,and p and & are, respectively, the scale, location and shape
parameters. For a set A = (t,12) X (), 00), the intensity measure is

t o0
AA) = / / Aty x) dxdt = —(t — t1) In He 5 (%),
t y

where

exp{—(1+&(x—w)/o)}, §#0

Moo= {eXP{— exp(=(x—w)/0)), §=0

is the generalized extreme value distribution. The intensity function (1) can be rewritten as

A(5X) = Ag(Df (0),

where Ag(t) = —In Hg 5 () is the rate of the one-dimensional Poisson process of the
exceedances of level u, and

1 X— U —1/6-1
= (14+&2—Z2
fo ﬂ( +¢& 5 >+

is the density function of the generalized Pareto distribution (GPD) with 8 = o + &(u —
i) > 0 being the redefined scale parameter.

Traditionally, a marked point process treats the occurrences of extreme attack rates as
a Poisson process, with the distribution of marks or extreme values x = x — u (provided
that x > u) being GPD. However, our exploratory analysis of the inter-exceedance time in
Section 2 already showed that Poisson process is not adequate for describing the data. We
need new models that can accommodate the phenomena exhibited by the data, including
the clustering behavior of extreme values and the correlation of inter-exceedance times.

3.2. Marked point process

Denote by {(t,x;)} the occurrence times and marks (i.e. extreme values) over state space
x> with history

St = ({tr, X1} . {tN@s XN D

where N (¢) represents the last extreme value event before time t. In order to model the his-
torical effect, we let the ground point process depend on the history §, which means that
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the conditional intensity function takes the form A¢(-|§¢). Suppose the marks’ distribution
also depends on the history. Then, the conditional intensity of the marked point process
can be represented as

At Xt |1) = Ag(H[S)f (%] S)- (2)

Various forms of A¢(#|3§¢) and f(x¢|§¢) have been discussed in the literature. For example,
the classical Hawkes model has been used for modeling stock market price (e.g. [7,8]); the
epidemic-type aftershock sequence (ETAS) model has been used for describing earthquake
data (e.g. [28,35]). Specifically, we have

dg(t1FD) = k+ Y gt — 1, %),

iti<t

and

Xt — 1 >_1/€_1
B(t, xt15+) ’

where B(t,%|5¢) = Bo+ 1 Zi:tidg(t — t;,%;). Note that k and By represent the back-
ground rate of events, and ¢, n > 0 represent the magnitudes of self-excitation. The kernel
function g(-,-) represents the density at which the self-excitation is triggered. For the
Hawkes model, the kernel function is

N 1
f&lSe) = FICEAEA) (1 +&

gn(t — ti, X)) = (1 4 8x;) exp(—y (t — 1))); (3)

and for the ETAS model, the kernel function is

t—t; 14+p
et —ti, X)) = (1 +6x1)/ (1 + 7) , (4)

where t — t; represents the time elapsed since the extreme event that occurred at time ¢. It
is seen that for the Hawkes model, the decay function of the ground process is exponential;
for the ETAS model, the decay function is hyperbolic.

Because we already observed correlations between the inter-exceedance times, we pro-
pose using the ACD model for the ground point process, where the ACD model [21,24]
accommodates the correlated arrivals of extreme values. The basic idea is to standard-
ize the inter-exceedance times At; = t; — t;_;, where i = 1,2, ..., n, by using the history
information. Specifically, we define

Aty = Vg,

where the ¢;’s are independent and identically distributed innovations with E(¢;) = 1 while
satisfying

E(At]S) = ¥,

and the W;’s are functions of the past durations and conditional durations.
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We focus on two ACD models:

(a) The standard ACD model (ACD)

P q
v, =w+ Z ajAti—j + Z bjVi_j,
j=1 j=1

where ,aj,b; > 0, and p and g are positive integers indicating the orders of the
autoregressive terms.
(b) The Log-ACD model (Log-ACD [5])

p q
U, =w+ Z a; lOg(Ati_j) + Z bj log(\IJ,-_j).
pr =1

In this paper, we restrict our investigation to the case of p=g=1, because a higher
order does not necessarily improve the prediction accuracy [6]. For comparison purposes,
we also examine the performance of the base model with a; = b; = 0. The distribution
of the standardized innovations of the &;’s is specified as a generalized gamma distribution
with a high degree of flexibility, because its hazard rate function is non-monotonic (as
recommended for the case of irregular spaced modeling [6,45]). The density function of
the generalized gamma distribution is

sty = e [ (5)'] ®

where X, y, k > 0. The generalized gamma distribution includes many well-known distri-
butions as special cases, such as the exponential distribution, the Weibull distribution, the
half-normal distribution and the gamma distribution. In particular, the shape properties
of the conditional hazard function can be derived from its parameter values. If ky < 1,
the hazard rate is decreasing for y < 1 and U-shaped for y > 1; if ky > 1, the hazard
rate is increasing for y > 1 and inverted U-shaped for y < 1;if ky = 1, the hazard rate is
decreasing for y < 1, constant for y = 1, and increasing for y > 1.

Having specified the ground point process, we now parameterize the density of the mark
distribution. If the separability is satisfied, this would greatly facilitate model building, fit-
ting, and assessment [38]. In our context, a separable model for extreme cyber attack rates
would posit that the magnitude distribution of extreme attack rates does not change over
time, that is, not influenced by prior extreme cyber attack rates. However, this is rarely true
in practice [43,44]. Therefore, the density of the mark distribution is also parameterized to
depend on the history as well. The scale parameter is parameterized as the following form:

Bt x:|§1) = Bo + Brxn() + Barg (1),

where By, f1, B2 > 0. This leads to a time-dependent conditional intensity function

) A (1130 x—p >_1/s_1
AL, = 7 Bt %7 ’ °
w350 = 5 2y (1 e ; °
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with
t—INg) 1
Ag(t1Se) = ho (—) —,
e RINORVARING:
where A (-) is the hazard function of the €;s. As a result, the log-likelihood function of the
marked point process N € (0, T] x (u, oo] with history §¢ = ({t1, X1}, ..., {tner)» Xnem) )
can be expressed as (see Section 7.3 of [15])
N(T)

T 00
=" log At %,|81) — A(t,%|3y) dx dt.
i=1 0 "

According to Equation (2), we have

N(T) N(T)

T
1= logiy (150 — /0 Ag@lF) du+ Y log I3, %
i=1 i=1

For a comprehensive discussion of marked point processes, one may refer to some good
books [3,9,13,15,16,18,26,27] and some excellent papers [11, 36].

3.3. Dynamic cyber risk measure

We propose using VaR in the financial industry [32] to measure the cyber risk of intense
attacks. The VaR at level « is defined as

VaR, (t) = inf{l: P(x; <) > a},

where X; is a mark (i.e. extreme attack rate) at time t and 0 < « < 1. The conditional VaR
at level « based on the marked point process can be computed as

AL ( 1 -« )‘f
VaR, (t) = —1].
el =0t [xgm&o

Intuitively, the VaR risk measure describes the probability of extreme cyber attack rates
with a certain confidence level over a period of time. For example, if the VaR on cyber attack
rates with 95% confidence level is 86 x 10° per hour, then there is only 5% chance that the
hourly attack rate will exceed 86 x 10° attacks. Therefore, the VaR risk measure describes
the extreme cyber attack rates that can lead to potentially catastrophic consequences, if the
allocated defense resource is not adequate.

4, Simulation study

In this section, we present a simulation study to examine the performance of the proposed
models. The experiment data are generated from the following models.

(a) The standard ACD model (ACD)
Vi =w+aAti_1 + b1V,

where w,a;,b; > 0,
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(b) The Log-ACD model

V; = w + ay log(Ati—1) + by log(¥;—1).

The time-dependent conditional intensity function is set to be the same as Equation (6).

Note that the proposed ACD/Log-ACD model consists of two components: the ground
process describing the occurrences of extreme attack rates, and the conditional mark distri-
bution describing the distribution of the magnitudes of the extreme attack rates. To evaluate
the goodness-of-fit of the proposed models, we need to consider both the conditional mark
distribution and the conditional intensity of the ground process.

e The conditional mark distribution. The conditional GPD assumption of the marks can
be evaluated via the W-statistic, which is defined as

—1 Xt
W og (1465 ). ©
If the GPD parameters are correctly specified, then {W; : t = 1,2, ..., n} approximately
follows the standard exponential distribution (c.f. [7,15,32]). We use the KS test for the
exponential distribution.
e The conditional intensity of the ground process. It is known from the theory of point
process [7] that

ti
'L’l': / )\,g(Sl%’s) dS, l: 1,’N(t) (9)
0

would constitute a homogenous Poisson process of rate 1 on the interval (0, t], which
is in fact a part of the transformed time axis. If the conditional intensity of the
ground process is correctly specified, then the inter-arrival times of the process {; :
i=1,...,N(#)} follow an independent and identical exponential distribution, which
will be evaluated via the KS test as well.

To evaluate the performances of the ACD and Log-ACD models, for each model we
randomly generate two data sets with a small sample size 400 and a large sample size 2000.
The generated data sets are split into in-sample and out-of-sample parts with equal sample
sizes.

In-sample fitting performance. For the ACD model, the parameters are set to be w =
1.893, a; = 436, by = .356, y = .567, k=2.439 for the ground process, and & = .219,
Bo = 7.507, B1 = .138, B, = 6.873 for the mark distribution. In what follows, we exam-
ine the fitting performance of the ACD model. The estimated parameters based on the
200 samples are & = 1.386(.466), 4 = .686(.385), by = .231(.687), = 1.333(.427), k =
.886(.775) for the ground process, andé =.102(.936), ,éo = 6.744(.756), Bl = .091(.857),
,éz = 9.826(1.202) for the mark distribution, where the values in the parentheses are the
corresponding standard deviations from the inverse of the hessian matrix. It is seen that
most of the estimated parameters are reasonably close to the real values. The p-values
of the KS test for the mark distribution (W) and the conditional intensity of the ground
process (t) are .595 and .097, respectively. The estimated parameters and standard devia-
tions based on 1,000 samples are ® = 1.561(.457), a; = .530(.328), by = .386(.337), y =
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:507(.370), k = 3.836(.722) for the ground process, and £ = .300(.431), By = 5.116(.325),
,31 = .236(.490), ,32 = 8.960(.724) for the mark distribution. We observe the estimated
parameters are closer to the true values with large sample sizes. The p-values of the KS
test for the mark distribution and the conditional intensity of the ground process are .964
and .495, respectively. Therefore, we conclude that the in-sample fitting performance of the
proposed ACD model is good for both small and large sample sizes.

Similarly, for the Log-ACD model, we set the parameters as @ = .357, a; = .452,
by = 460, y = .399, k=4.700 for the ground process, and & = .391, By = 2.738, f; =
332, B2 = 3.966 for the mark distribution. In the following, we examine the fitting
performance of the Log-ACD model. The estimated parameters based on 200 samples
are & = .301(.155), a; = .274(.114), by = .644(.104), y = .505(.328), k = 2.527(1.873)
for the ground process, and é = .561(.299), ,éo = 1.112(.916), ,31 = .778(.405), ,éz
2.711(2.502) for the mark distribution. The estimated parameters based on 1,000 samples
are & = .587(.208), a; = .326(.087), by = 486(.124), y = .640(.172), k = 2.874(1. 429)
for the ground process, and £ = 311(.139), By = 4.206(1.190), B; = .261(.151), B, =
5.144(1.984) for the mark distribution. It is seen that the estimates are reasonably close
to the true values. The p-values of the KS test for the mark distribution and the conditional
intensity of the ground process are respectively .967 and .704 in the case of 200 samples,
and respectively .885 and .939 in the case of 1,000 samples. Therefore, we conclude that
the in-sample fitting performance of the proposed Log-ACD model is also good for both
small and large sample sizes.

Out-of-sample prediction performance. As discussed in Section 3.3, VaR is a good mea-
sure of cyber risk in terms of intense cyber attacks. In order to evaluate the prediction
performance, we propose considering the violations of the predicted VaR values of extreme
cyber attack rates. Specifically, the violation based on VaRy, is defined as

L, st > VaRy (1),

Iy =
© 0, o/w,

where s; is the observed extreme attack rate, and VaRy (¢) is the predicted VaR values of
extreme cyber attack rates. For example, VaR g5(t) describes there is only 5% chance that
the observed extreme attack rate s; would exceed the predicted value of VaR g5(¢). When
this happens, we say a violation occurs.

In order to evaluate the prediction performance of the VaR values, we use three widely
used tests in the literature [10,24]. The first test is the unconditional coverage test (LRyc),
which evaluates whether or not the fraction of violations is significantly different from
the theoretical one. The second test is the independence of violations (LR;nq ), where the
present violation would have no effect on future violations under the null hypothesis. The
third test is the conditional coverage test (LR ), which is a combination of the previous
two tests. In what follows, we discuss the prediction performance of the proposed models
based on those tests.

For the ACD and Log-ACD models, we evaluate the prediction performances based
on the out-of-sample parts with 200 samples and 1,000 samples, respectively. We perform
recursive rolling predictions, and the evaluations are based on 1-, 4-, 7-, and 10-hour ahead
predictions. The testing results for & = .95 are reported in Table 2. It is seen that the pre-
diction performances are very satisfactory for both models. The p-values for all the cases
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Table 2. Assessing prediction performance based on simulated out-of-sample data.

Obs. Exp. LRyc LRing LRec Obs. Exp. LRyc LRing LRec
sample size 200 sample size 1000

ACD model
1-hour 7 10 .305 210 269 47 50 .660 333 .568
4-hour 8 10 532 .298 479 50 50 .983 249 514
7-hour 6 10 191 147 148 49 50 919 272 545
10-hour 9 10 854 338 621 47 50 .708 .866 919
Log-ACD model
1-hour 10 10 1 297 .581 53 50 666 465 698
4-hour 10 10 961 293 575 51 50 .868 383 674
7-hour 1 10 .675 242 461 52 50 .740 428 691
10-hour 9 10 854 338 621 56 50 357 622 579

Notes: Obs. represents the observed violations, and Exp. represents the expected violations. The « level is set to be .95.

are very large. It is interesting to observe that even for the 10-hour ahead prediction, the
testing results for both models with small sample sizes are very good.

In summary, we conclude that the out-of-sample performances of proposed models are
good for both small and large sample sizes.

5. Empirical analysis: extreme attack rates tracking

In this section, we evaluate the proposed models via the real data sets in terms of both in-
sample (fitting) and out-of-sample (prediction) performances. For the telescope data sets,
we use the first 20 days (i.e. 480 h) for model building and the rest 11 days (i.e. 264 h) for
out-of-sample evaluation. For the honeypot data set, we use the first 1,108 hours for model
building and the rest 500 hours for out-of-sample evaluation. As mentioned before, deploy-
ing an EVT-based method requires a proper threshold that offers the balance between bias
and variance, because a small threshold u may result in a failure when approximating the
POT model, but a large threshold u can result in few observations and hence a large vari-
ability. To be consistent with the exploratory analysis mentioned above, we use the 88%
quantile of the in-sample observations in each of the telescope data sets as the threshold,
and use the 90% quantile of the in-sample observations in the honeypot data set as the
threshold.

5.1. In-sample fitting performance

Table 3 reports the p-values of the KS test for the conditional GPD distribution of the marks
and the inter-arrival times 7, and the AICs for the ACD and Log-ACD models. We observe
that both the ACD and Log-ACD models pass the test with p-values greater than .05 for
the mark distribution (W) and the ground process (7). The AICs of ACD models for the
telescope data sets are smaller than the AICs of Log-ACD models. However, the AIC of
Log-ACD model for the honeypot data set is smaller than that of ACD model. Therefore,
both models may be used for modeling the dynamics of extreme cyber attack rates.

In order to characterize the effect of the dependence between the inter-exceedance
times, we remove the coeflicients related to the inter-exceedance times by setting a; =
by = 0. We find that none of the models could pass the test on the conditional intensity of
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Table 3. The p-values of the KS test for the conditional intensity function (z), the mark
distribution (W), and the AICs for the ACD and Log-ACD models.

T w AIC T w AIC
51 52
ACD 279 .875 728.548 .055 970 741.466
Log-ACD 158 535 739.755 311 213 750.957
S3 Honeypot
ACD .056 .802 739.775 .055 373 802.702
Log-ACD .099 545 759.698 .070 919 799.124

the ground process 7 at the level of .05. Specifically, for telescope data set S;, we have the
p-values of the t’s for the ACD and Log-ACD models are respectively .015 and .025; for
telescope data set Sy, we have the p-values of the t’s for the ACD and Log-ACD models
are respectively .021 and .020; for telescope data set S3, we have the p-values of the t’s for
the ACD and Log-ACD models are respectively .013 and .014. For the honeypot data set,
the p-values of the ’s for the ACD and Log-ACD models are respectively .007 and .000.
This means that the dependence between inter-exceedance times plays an important role
in model fitting, which will be further confirmed below.

Table 4 shows the estimated parameters and the corresponding standard deviations for
both the ACD and Log-ACD models, where the standard deviations are computed based
on the inverse of the hessian matrix. We observe that except for the Log-ACD model of
telescope data set S3, the products of the estimated y’s and ks are all greater than 1, and
all of the estimated y’s are smaller than 1. This means that the hazard rates are inverted
U-shaped. For the Log-ACD model of telescope data set S3, we have the estimated y =
1.009 and k=.897, which means that the hazard rate is U-shaped. We also find that the
coefficients a;’s and b ’s are significant in most of the cases. For example, for telescope data
set S3 and the Log-ACD model, we have the estimated parameters a; = .367 (.077) and
by = .580 (.068), which confirm the dependence between the inter-exceedance times. It is
interesting to observe that the shape parameters, namely the £, in the ACD models are not
quite significant, which indicates that the GPDs degenerate to the exponential distributions
in these cases.

In concluding the discussion on the in-sample fitting performance of the models, we
recommend the Log-ACD model for fitting for two reasons. First, it has a better perfor-
mance in fitting the underlying ground process, as indicated by the p-values of the 7’s.
Second, the estimated parameters in the Log-ACD model, such as a; and by, are more sig-
nificant than their counterparts in the ACD models. This means that the Log-ACD model
can better explain the cluster phenomenon of extreme cyber attack rates.

5.2. Out-of-sample prediction performance

We evaluate the prediction performance in terms of the short-term (1-hour ahead), mid-
term (4-hour ahead and 7-hour ahead), and long-term (10-hour ahead) predictions.
We use Algorithm 1 in the appendix to perform recursive rolling predictions. For the
telescope data sets, 264 observations are used for the prediction evaluation; for the honey-
pot data set, 500 observations are used for the prediction evaluation. We predict VaR (¢)’s
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Table 4. Estimates of the ACD and Log-ACD models for the telescope and honeypot data sets.

Ground process A4 (t|§t) POT f(X¢|5t)
12} a by Y k & Bo B B2
$1
ACD 1.452 464 .387 478 3.599 417 7173 .028 4.134
(.343) (.354) (.246) (.368) (.751) (.456) (.286) (2.508) (1.444)
Log-ACD 488 403 435 .368 5.730 759 2.808 428 —3.051
(.201) (.105) (.125) (.063) (1.933) (.304) (1.638) (.215) (4.481)
Y]
ACD 1.893 436 356 .567 2.439 219 7.507 138 6.873
(.318) (.364) (.274) (.319) (.657) (.668) (.338) (.831) (1.368)
Log-ACD 357 452 460 399 4.700 391 2.738 332 3.966
(.154) (.105) (.109) (.078) (1.866) (.171) (1.507) (.227) (4.915)
S3
ACD 1.401 518 .348 422 4.580 445 7.567 115 1.617
(.365) (.360) (.296) (.399) (.818) (.427) (.285) (1.094) (2.503)
Log-ACD 326 367 .580 1.009 .897 272 4.796 611 —5.209
(.119) (.077) (.068) (.239) (.468) (.165) (1.785) (.297) (1.847)
Honeypot
ACD 1.193 259 664 .078 99.049 .095 273 .156 1.892
(.713) (.421) (.196) (.923) (1.875) (.662) (.292) (.581) (.311)
Log-ACD 2,677 363 —.558 470 2.986 —.212 531 134 919

(:422) (.102) (.148) (.194) (2.402) (.106) (.127) (.120) (.738)

Note: The numbers in parentheses represent standard deviations.

at different « levels, and use the aforementioned statistical tests, namely LRy, LRjyq and
LR, for evaluating the prediction performance.

Short-term predictions. Table 5 reports the short-term (i.e. 1-hour ahead) predictions,
and the test results at o levels of .91,.93,.95,.97 for the telescope data sets as well as the
test results at the « levels of .93,.95,.97 for the honeypot data set. For the predicted VaR,
of extreme attack rates, we observe that all of the p-values are greater than .1, meaning
that the prediction models are accurate. In particular, the theoretical number of violations
matches the observed number of violations well. Let us consider @ = .95 as an example. For
telescope data set S;, the number of violations is 13 based on the ACD model prediction
or the Log-ACD model prediction, while the observed number of violations is exactly 13.
For telescope data set S, the ACD model prediction slightly overestimates the number
of violations by 3, while the Log-ACD model prediction underestimates the number of
violations only by 1. For telescope data set S3, the ACD model prediction overestimates
the number of violations by 2, while the Log-ACD model prediction underestimates the
number of violations only by 1. For the honeypot data set, both the ACD and Log-ACD
predictions underestimate the number of violations. Since all of the p-values are large, there
is no statistical evidence for rejecting the accuracy of the prediction models.

Figure 3 plots the 1-hour ahead predictions of the VaR, (¢)’s of extreme cyber attack
rates using the ACD model with « at levels of .93 (purple curve), .95 (green curve), and .97
(red curve). We observe that although the three telescope data sets exhibit similar patterns,
the predicted VaR’s of extreme cyber attack rates exhibit quite different patterns, which are
also different from the pattern exhibited by the predicted VaR’s of extreme cyber attack
rates for the honeypot data set. Figure 4 shows the 1-hour ahead predictions of the Log-
ACD models with « at levels of .93 (purple curve), .95 (green curve), and .97 (red curve).
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Table 5. Evaluation of 1-hour ahead predictions, where Obs. represents the observed violations, Exp.
represents the violations of predictions, and VaR,, represents the average of the predicted VaR,, values
of extreme cyber attack rates where ‘average’ is in regards to «.

a Obs. Exp. LRuc LRing LRcc VaRy

Telescope data set S5

ACD 91 20 24 407 218 332 80.308
93 15 18 .386 A7 270 83.052
95 13 13 955 239 499 86.824
97 6 8 470 594 .668 92.780

Log-ACD 9 19 24 290 163 216 79.789
93 16 18 541 976 .829 82.963
.95 13 13 .955 239 499 87313
97 5 8 259 .658 480 94.211

Telescope data set S

ACD 9 21 24 546 .070 162 84.853
93 18 18 907 119 294 87.943
95 16 13 443 976 .745 92.191
97 8 8 977 475 775 98.905

Log-ACD 91 26 24 635 758 .852 84.279
93 19 18 .901 569 844 87.657
95 12 13 731 .550 .788 92.222
97 5 8 259 .658 480 99.266

Telescope data set S3

ACD 9N 25 24 791 251 .500 86.921
93 17 18 718 383 640 90.060
95 15 13 619 .867 871 94.348
97 9 8 .703 420 672 101.139

Log-ACD 91 27 24 494 406 .560 86.325
93 18 18 .907 811 .965 89.865
95 12 13 731 .550 .788 94.755
97 7 8 735 .533 778 102.647

Honeypot data set

ACD 93 27 35 .145 643 311 3.635
95 21 25 399 267 378 3.851
97 17 15 .608 113 .249 4.187

Log-ACD 93 27 35 145 .663 315 3.623
95 20 25 .288 .820 555 3.863
97 16 15 795 522 .788 4.225

We observe the same kind of phenomena that are exhibited by the predictions of the ACD
model mentioned above.

Mid-term predictions. For mid-term predictions, we report the results on 4-hour ahead
and 7-hour ahead predictions. Table 6 reports 4-hour ahead predictions of the VaR’s of
extreme attack rates. LRyc, LRjpq and LR tests show that the p-values are large, meaning
that the proposed models are suitable for 4-hour ahead predictions. We observe that most
predictions are comparable to the 1-hour ahead predictions mentioned above.

Table 7 reports the 7-hour ahead predictions of the VaR’s of extreme attack rates. We
also observe that the p-values are large. When compared with the 4-hour ahead predic-
tions mentioned above, we observe that in terms of the number of violations, 7-hour ahead
predictions are slightly less accurate than 4-hour ahead predictions.

Long-term predictions. Table 8 reports the results of 10-hour ahead predictions of the
VaR’s of extreme attack rates based on the ACD and Log-ACD models. We observe that all
of the p-values of the tests are greater than .05, meaning that the models can be used for
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Table 6. Evaluation of 4-hour ahead predictions, where Obs. represents the observed violations, Exp.
represents the violations of predictions, and VaR,, represents the average of the predicted VaR,, values
of extreme cyber attack rates where ‘average’ is in regards to «.

a Obs. Exp. LRuc LRing LRcc VaRy

Telescope data set S5

ACD 91 20 23 440 225 355 80.096
93 16 18 574 141 289 82.982
95 12 13 763 275 527 87.151
97 6 8 489 592 .682 94.436

Log-ACD 9 19 23 317 .580 519 79.787
93 14 18 281 .200 246 82.763
.95 12 13 763 275 527 86.800
97 7 8 759 531 784 93.064

Telescope data set S

ACD 9 22 23 745 .370 .635 85.688
93 17 18 755 .905 946 88.647
95 13 13 989 236 495 92.793
97 8 8 951 472 771 99.586

Log-ACD 91 25 23 746 075 194 84.568
93 19 18 .860 .168 .381 87.951
95 12 13 763 557 .804 92.542
97 5 8 272 .656 496 99.669

Telescope data set S3

ACD 9N 24 23 912 198 433 86.664
93 18 18 .948 123 .303 89.805
95 14 13 .790 .767 924 94.244
97 8 8 951 472 771 101.628

Log-ACD 91 26 23 593 107 236 86.142
93 19 18 .860 .168 381 89.411
.95 13 13 .989 31 319 93.855
97 6 8 489 592 682 100.801

Honeypot data set

ACD 93 28 35 218 .593 405 3.611
95 21 25 416 .902 713 3.830
97 17 15 591 597 753 4.166

Log-ACD 93 30 35 .389 .881 .683 3.604
95 23 25 .700 379 .630 3.840
97 18 15 431 145 254 4.196

long-term predictions. The performance of 10-hour ahead predictions is comparable to the
performance of 7-hour ahead predictions in terms of the difference between the observed
violations and expected violations for the telescope data sets. For the honeypot data set, it is
observed that 10-hour ahead predictions are slightly better than 7-hour ahead predictions,
indicating that the models are relatively stable over time.

For the magnitudes of the predicted VaR’s of extreme attack rates, we consider the case
of o = .95 as an example because o = .95 is widely used in the literature. For the tele-
scope data sets, we add together all of the predicted VaR g5 values with respect to 1-, 4-, 7-
and 10-hour ahead predictions to reveal the prediction patterns of the ACD and Log-ACD
models over time. Figure 5(a) plots the sum of the VaR 95’s of extreme cyber attack rates
for 1-, 4-, 7- and 10-hour ahead predictions, where the solid line corresponds to the ACD
model and the dotted line corresponds to the Log-ACD model. We observe that although
the predictions of the ACD model (solid curve) and the predictions of the Log-ACD model
(dotted curve) are fairly close to each other, the two curves have different shapes. On the
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Table 7. Evaluation of 7-hour ahead predictions, where ‘Obs.’ represents the observed violations, and
‘Exp.’ represents the violations of predictions, and VaR,, represents the average of the predicted VaR,
values of extreme cyber attack rates where ‘average’ is in regards to .

a Obs. Exp. LRuc LRing LRcc VaRy

Telescope data set S5

ACD 91 20 23 474 232 378 79.798
93 15 18 443 166 .285 82.690
95 14 13 .756 197 415 86.635
97 6 8 509 .590 .695 92.792

Log-ACD 9 18 23 239 127 155 79.359
93 14 18 304 776 .566 82.623
95 1 13 578 316 518 87.106
97 6 8 .509 .590 .695 94.216

Telescope data set S

ACD 9 21 23 624 .300 519 84.700
93 18 18 988 491 .789 87.746
95 14 13 .756 776 915 91.976
97 9 8 654 415 648 98.811

Log-ACD 91 24 23 .866 .053 152 84.173
93 15 18 443 .886 737 87.640
95 13 13 977 .668 912 92.330
97 7 8 .784 528 .789 99.582

Telescope data set S3

ACD 9N 22 23 789 381 .657 87.350
93 15 18 443 .886 737 90.306
95 13 13 977 .668 912 94.621
97 6 8 509 .590 .695 102.252

Log-ACD 91 21 23 .624 .077 185 86.316
93 16 18 .609 317 531 89.820
95 1 13 578 465 656 94.591
97 5 8 .286 654 512 102.056

Honeypot data set

ACD 93 28 35 231 731 460 3.613
95 22 25 570 .984 .851 3.829
97 16 15 759 529 .782 4.164

Log-ACD 93 28 35 231 731 460 3.609
95 18 25 147 147 122 3.835
97 16 15 759 .089 225 4177

other hand, Figure 5(b) plots the predicted VaR’s corresponding to the honeypot data set.
We also observe that the predictions of the ACD model (solid curve) and the predic-
tions of the Log-ACD model (dotted curve) are close to each other. Moreover, both curves
are decreasing over h, which is the number of hours ahead of time the predictions are
conducted.

Comparison of prediction performance. In this section, we compare the prediction
performance of proposed models to that based on the Hawkes and ETAS models. The
evaluations are based on 1-hour ahead and 2-hour ahead predictions. For the Hawkes and
ETAS models, the kernel functions are specified in Equations (3) and (4), respectively.

Table 9 reports the 1-hour ahead predictions with o« = .95. It is seen that the overall
performance of predictions of all these models is good because the p-values are all very
large. For the telescope data sets, it is seen from Table 9 that the ACD and Log-ACD mod-
els overall outperform the Hawkes and ETAS models in terms of the observed number of
violations. However, for the honeypot data, the Hawkes and ETAS models are better. Figure
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Table 8. Evaluation of 10-hour ahead predictions, where Obs. represents the observed violations, Exp.
represents the violations of predictions, and VaR,, represents the average of the predicted VaR,, values
of extreme cyber attack rates where ‘average’ is in regards to «.

a Obs. Exp. LRuc LRing LRcc VaRy

Telescope data set S5

ACD 91 20 23 .510 710 751 79.868
93 15 18 A73 163 292 82.749
95 12 13 .828 .269 .530 86.650
97 7 8 .809 526 794 92.678

Log-ACD 9 21 23 .665 .080 196 79411
93 14 18 327 195 267 82.660
.95 13 13 .943 230 485 87.082
97 5 8 .300 .652 528 93.988

Telescope data set S

ACD 9 21 23 665 .080 196 85.355
93 16 18 644 324 552 88.210
95 15 13 529 .896 813 92.142
97 7 8 .809 526 794 98.381

Log-ACD 91 22 23 834 114 .281 84.130
93 19 18 .780 602 .840 87.507
95 15 13 529 .896 813 92.138
97 5 8 .300 .652 528 99.482

Telescope data set S3

ACD 9N 21 23 665 .823 .888 86.674
93 17 18 .834 407 694 89.581
95 14 13 723 .785 .905 93.574
97 10 8 409 .360 468 99.904

Log-ACD 91 24 23 .819 .056 157 85.990
93 17 18 834 .884 .968 89.315
.95 13 13 .943 676 914 93.807
97 6 8 .530 .588 .708 100.735

Honeypot data set

ACD 93 29 34 330 816 .606 3.611
95 22 25 591 329 537 3.827
97 16 15 740 .090 225 4.163

Log-ACD 93 29 34 330 816 .606 3.574
95 21 25 451 276 416 3.809
97 16 15 .740 .090 225 4.162

6(a), (c), and (e) show the 1-hour predictions of the VaR g5 of extreme attack rates for the
telescope data. It is interesting to see that the Log-ACD model always predicts the largest
average quantile values, which indicates that this model is more conservative. On the other
hand, the ETAS model always predicts the smallest average quantile values, which indi-
cates that this model is more optimistic. Figure 7(a) shows the 1-hour ahead predictions
of the VaR g5 of extreme attack rates for the honeypot data. Again, we observe that the
overall predictions based on the ACD and Log-ACD models tend to have higher VaRs. It
is also interesting to observe that the ETAS and Hawkes models would more likely to pre-
dict very high VaRs after seeing an extreme attack rate, which may be due to the triggering
mechanisms of those models.

Table 10 reports the 2-hour ahead predictions with o = .95. It is found again that all the
p-values of all these models are very large, which indicates that a good prediction perfor-
mance of all models. For the telescope data, it is seen that all the models have the similar
prediction performance in terms of the number of violations. For the honeypot data set,
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Figure 5. Sums of the short-, mid-, and long-term predicted VaR g5's of extreme cyber attack rates over h
(the x-axis), which is the number of hours ahead of time the predictions are conducted. The solid line cor-
responds to the ACD model and the dotted line corresponds to the Log-ACD model. (a) VaR g5 predictions
for the telescope data sets and (b) VaR g5 predictions for the honeypot data set.

Table 9. Assessing 1-hour ahead prediction performance based on the out-of-sample data.

Model Obs. Exp. LRuc LRing LRec VaR,

Telescope data set S5

ACD 13 13 955 239 499 86.824
Log-ACD 13 13 .955 239 499 87313
Hawkes 15 13 619 .867 871 84.432
ETAS 15 13 619 234 436 83.563
Telescope data set S,

ACD 16 13 443 976 .745 92.191
Log-ACD 12 13 731 .550 .788 92.222
Hawkes 16 13 443 304 439 89.858
ETAS 15 13 619 234 436 89.344
Telescope data set S3

ACD 15 13 619 .867 871 94.348
Log-ACD 12 13 731 .550 .788 94.755
Hawkes 15 13 619 234 436 92.227
ETAS 14 13 823 176 390 91.673
Honeypot data set

ACD 21 25 399 267 378 3.851
Log-ACD 20 25 .288 .820 .555 3.863
Hawkes 24 25 .836 436 722 3.789
ETAS 26 25 .838 571 834 3.746

Notes: Obs. represents the observed violations, Exp. represents the expected violations, and VaR,, represents the average of
the VaR predictions based on the « level.

the Hawkes model is slightly better than the others. Figure 6(b), (d), and (f) show the 2-
hour ahead predictions of the VaR 95’s of extreme attack rates for the telescope data set.
Figure 7(b) shows the 2-hour ahead predictions of the VaR g5’s of extreme attack rates for
the honeypot data set. Similar conclusions can be drawn for both 1-hour ahead predictions
and 2-hour ahead predictions.
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Figure 6. 1-hour and 2-hour ahead predictions of the VaRgs's of extreme attack rates for the tele-
scope data set. (a) 1-hour ahead, (b) 2-hour ahead, (c) 1-hour ahead, (d) 2-hour ahead (e) 1-hour ahead
and (f) 2-hour ahead.
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Figure 7. 1-hour and 2-hour ahead predictions of the VaR g5’s of extreme attack rates for the honey-
pot data set. (a) 1-hour ahead and (b) 2-hour ahead.

Table 10. Assessing 2-hour ahead prediction performance based on the out-of-sample data.

Model Obs. Exp. LRyc LRing LRec VaR,
Telescope data set S5

ACD 14 13 812 202 431 87.502
Log-ACD 12 13 741 299 552 95.940
Hawkes 12 13 T4 552 794 84.564
ETAS " 13 532 456 623 84.364
Telescope data set S

ACD 14 13 812 762 928 92.563
Log-ACD 1 13 532 456 623 91.985
Hawkes 13 13 966 129 315 90.166
ETAS 13 13 966 257 526 90.528
Telescope data set S3

ACD 16 13 435 .980 737 94.714
Log-ACD 13 13 .966 655 .904 94.797
Hawkes 15 13 .608 204 392 92.099
ETAS 16 13 435 .268 400 91.338
Honeypot data set

ACD 21 25 405 .268 382 3.835
Log-ACD 22 25 537 319 .503 3.837
Hawkes 25 25 992 .503 799 3.793
ETAS 26 25 830 572 833 3.742

Notes: Obs. represents the observed violations, Exp. represents the expected violations, and VaR,, represents the average of
the VaR predictions based on the « level.

To conclude this section, we note that in terms of the number of violations of extreme
cyber attack rates, the ACD model and the Log-ACD model with dynamic adjustment
of quantiles can predict the extreme cyber attack rates. Moreover, the prediction models
must accommodate the dependence between the inter-arrival times of extreme attack rates.
This is because when ignoring the dependence between the inter-arrival times of extreme
attack rates (by setting a; = b; = 0), we find that the overall prediction performance is
poor because almost all models fail to pass the LRy, test for « = .91 at the significant level
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of .05 (tables showing the details are available upon request). Compared to the Hawkes
model and ETAS models, it is seen from the previous analysis that the proposed models
are very competitive for the predictions. Particularly, for the 1-hour ahead prediction, the
Log-ACD model overall outperforms the other models for the telescope data. Therefore,
the ACD and Log-ACD models are very promising for modeling and predicting cyber
attacks in the domain of cybersecurity.

6. Conclusions and future work

We have presented a novel application of marked point processes for modeling extreme
cyber attack rates, where the ground process is accommodated by the ACD or Log-ACD
model and the extreme values are accommodated by the POT method. The marked point
processes can further accommodate the dependence between the inter-exceedance times
of extreme attack rates, and hence can adequately describe the cluster behavior of the
extreme attack rates. Our empirical analysis based on some real data sets shows that marked
point processes offer accurate in-sample fitting performance and out-of-sample prediction
performance.

There are many interesting problems that are left for future studies. In particular, we
need to establish a systematic statistical framework that is tailored for the purpose of
predicting extreme cyber attack rates. Moreover, we need to identify the optimal time reso-
lution that leads to the most accurate predictions, while giving the defender sufficient time
to dynamically allocate defense resources (noting that the specific time resolution used in
the present paper is hour). Yet another research problem is to characterize the dependence
between the time series of cyber attack rates, the time series of the number of attackers, and
the time series of the number of victims (i.e. computers or IP addresses under attacks). The
kind of dependence could be exploited to further improve the prediction accuracy.
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Appendix

()

Threshold selection for marked point process. It is known in the extreme value theory that if a
high threshold is selected, then the bias may be reduced but the estimates may not be stable.
On the other hand, if a lower threshold is selected, the extreme value theory may not be appli-
cable [32,33,37]. Since extreme cyber attack rates tend to be dependent upon each other, the
standard method of the extreme value theory for the threshold selection cannot used. In this
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paper, we propose a practical method for selecting a proper threshold, which would produce
stable results in terms of the conditional ground process and the mark distribution. Specifi-
cally, for the telescope data sets and the honeypot data sets, we fix in advance possible threshold
quantiles g € [.8,.95] with an increment .1 based on the training data sets. For each threshold
value, we fit the proposed models, and then calculate the W-statistics in Equation (8) and t
in Equation (9). For the telescope data sets, we only report the results based on S; because the
other testing results are similar. Table A1 presents the p-values of the KS test for the conditional
intensity function and the mark distribution for the ACD and Log-ACD models. It is seen that
for the telescope data, the testing results are very stable above the 87% quantile, except that the
p-values for W and t become a little bit smaller for the 89% quantile (which is still acceptable
at level .05). Therefore, for the telescope data sets, we select the 88% quantile for modeling pur-
pose. For the honeypot data, it is seen that above the 90% quantile, the testing results become
stable for both models, although the p-value of t for the Log-ACD model at the 91% quantile
is slightly smaller than .05. Therefore, for the honeypot data, the 90% quantile seems to be a
reasonable threshold for modeling purpose.

Algorithm for recursive rolling prediction. The following algorithm is used for the out-of-sample
prediction in the empirical study.

Algorithm 1 Recursive rolling prediction of the VaR,’s of extreme attack rates

INPUT: extreme attack rates time series {(t, ;) }; & (level); [} = I, = I3 = 480 (480 samples
in the telescope data sets for model building), l4 = 1108 (1108 samples in the honeypot
data set for model building); h (# of hours ahead prediction; h = 1,4,7,10)

OUTPUT: predicted VaR,

1:

fori=1to4do
m = li —h+1
while m +h < ndo
use {(t,X;),t < m} in the telescope data set S; (1 < i < 3) or the honeypot data
set (i = 4) to fit model M;
use the fitted model M; to predict VaR, (m + h)
m=m-+1
return VaR,(m + h)
end while
end for
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Table A1. The p-values of the KS test for the conditional intensity function () and the mark distribution

(W) based on the ACD model and the Log-ACD model.

Telescope data

n w T w T w T w T
.80 227 .003 .871 302 139 0 .595 0
81 630 .002 934 .041 413 0 816 0
.82 701 .002 .705 401 .188 0 629 0
.83 339 .003 947 398 131 .001 .803 0
.84 378 .026 961 525 .180 0 950 0
.85 412 .038 928 .105 122 0 .586 0
.86 836 .007 962 .002 .209 .001 967 0
.87 575 .048 .808 318 344 .190 .701 .004
.88 875 279 535 .158 .308 .002 .805 .003
.89 903 094 957 .056 325 .004 812 .018
.90 967 392 .856 199 373 .055 919 .070
91 836 327 .958 496 410 064 662 .049
92 987 395 955 211 947 .085 954 .053
93 729 493 959 292 929 129 995 .073
94 910 349 958 283 925 094 485 .086
95 919 701 925 .088 648 307 647 211
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